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Abstract

Gypsyis a component-based,dynamicallyextensibleen-
vironmentfor mobile agent systems. The runtime envi-
ronmentconsistsof lightweightservers that provide a dis-
tributedexecutionenvironmentfor agents,anda remotead-
ministration tool that supportstheset-upandshutdownof
servers and agents. A serverhostsa numberof placesto
which agentsmay move to executetheir functions. Each
placeis specializedto supporta particular service. A su-
pervisoragentmaycontainseveral worker agentsthatmay
executeconcurrently. A supervisoragenttravelsfromplace
to placeaccording to its itinerary andlaunchesits workers
at appropriateplaces.A mobileagentis thebasicabstrac-
tion fromwhichall othercomponents,includingserversand
supervisoragents,areconstructed.Theprimarygoalof the
Gypsyproject is to build a multi-language, extensibleen-
vironmentfor experimentingwith mobileagentsas a pro-
grammingparadigm. Theenvironmentis implementedin
Java and currently supportsagentswritten in the Java or
Pythonprogramminglanguages. This paper presentsan
overview of the Gypsyproject, the current systemarchi-
tecture and the designof the importantcomponentsof the
Gypsysystem.

1 Intr oduction

Mobile agents 1 are programswith persistentidentity
which move arounda network on their own volition and
can communicatewith their environmentand with other
agents.Thesesystemsusespecializedserversto interpret
the agent’s behavior andcommunicatewith otherservers.
Mobile agentsmay executeon any machinein a network
without thenecessityof having theagentcodepre-installed
on everymachinetheagentcouldvisit. Mobile agentsrep-
resenta new model in the evolution of executablecontent

1To appearin TheProceedingsof theEighthEuromicro Workshopon
Parallel andDistributedProcessing(EURO-PDP2000),RhodosGreece,
January19-21,2000.IEEEComputerSociety.

ontheInternet,introducingprogramcodethatcanbetrans-
portedalongwith stateinformation. White [23] provided
muchof theoriginal inspirationfor includingmobility sup-
port in programminglanguages.The paper[3] compares
different approachesto distributed computationincluding
client-server, remoteevaluation,andmobilecode.Thepa-
per [10] comparesmobile agentsand pushsystems. The
paper[17] describesa fine-grainedapproachto mobility,
whereindividualprogramstatementsaremobileratherthan
classes.

This new conceptfor network computinghasgainedin-
creasinginterest,especiallyin thenetworkmanagementand
mobilecomputingareas.Numeroussoftwareplatformsfor
mobileagentshaveappearedandarestill appearing:Aglets
[15], D’Agents(formerlycalledAgentTcl) [7], ARA [20],
Grasshopper[22], Mole [21], andVoyager[19]. Mostagent
systemssuchas Aglets, Mole or Gypsy useJava and the
Java virtual machineasmobilecodesystem,whereclasses
canbe loadedat runtimeover the network. Eachof these
platformsplacesemphasison different aspectsof mobile
agents:Aglets on security, D’Agents andARA on multi-
languagesupport,andVoyageron integrationof an ORB.
Currently, mostagentsystemsdonot interoperatewith each
other. Instead,mostof thesesystems,suchasGrasshopper,
planto implementtheCORBA Mobile AgentSystemInter-
operabilityFacility (MASIF) [18] for agentsysteminterop-
erability.

Many issuesonmobileagentsarestill subjectof discus-
sion [9], ascanbe seenfrom the variousdifferent imple-
mentationapproaches.Themainconcernsinvolvetradeoffs
betweenthedegreeof functionalcomplexity, maintainabil-
ity, andscalabilityof agentsystemsto wide-scaleusage.

TheGypsyprojecthasthefollowing goals:

1. Implementationof a flexible anddynamicallyextensi-
ble environmentfor experimentingwith mobileagent
programming.

2. Investigation of mobile agents as a programming
paradigm.

3. Discoveryof mobileagentdesignpatterns.
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4. Supportfor mobileanddetachedcomputing.

5. Multi-languagesupportbasedon languageimplemen-
tationsin theJava programminglanguage.

6. Effectivesecurityimplementationfor usein largenet-
works.

7. Interoperabilitywith otheragentsystems.

The currentimplementationsupportsgoals1, 4, and5,
andprovidestheplatformfor goals2 and3. Goal6 is only
minimally supportedby extendingthe standardJava secu-
rity mechanisms.Goal7 is still notsupported.

Gypsy usesa component-basedapproachfor dynam-
ically configuring servers, communicatorsand places
through the use of mobile agents as a programming
paradigm.Theenvironmentis implementedin theJavapro-
gramminglanguageandsupportsPythonandJavascripting.
The currentstatusis describedin its web site http://
www.infosys.tuwien.ac.at/Gypsy/ where the
currentimplementationis availablefor download.

Therestof thepaperis structuredasfollows: Section2
givesanoverview on the interactiondetailsof the system.
Section3 describesthe systemarchitectureof Gypsy, fea-
turing agentsandservers. The following sectionsdiscuss
our approachto mobility and security. The papercloses
with a comparisonwith relatedwork, currentstatusandfu-
turework in theGypsyproject.

2 GypsyScenario

This sectionpresentsa scenariothatwe useasa driving
use-casefor Gypsyapplications.Thissectionwill first give
a userview of the problemand then the Gypsy system’s
view. The purposeof this sectionis to introduceGypsy’s
terminologyandcomponentsata high level. Thefollowing
sectionswill providethedetails.

A userwants to fly to London the next weekend and
wantsto find the lowest-costflight available. Ratherthan
performingthesearchhimself,helauncheshismobileagent
to do thework for him andreporttheresultswhenthey are
available. The agentis launchedfrom the user’s portable
device (telephone,laptop,appliance,etc.) which runsthe
Gypsy user interface. The agentmay be specializedby
the userfor this particulartaskor it may take default val-
uesfrom the user’s predefinedprofile. Oncethe agentis
launched,theusermaydisconnecthisportabledevice. The
userhasapermanentuserplaceonahomeserverwherehis
agentsreportto andwait on their return. Theusermayat
any timeconnectto hishomeserverplaceandinquireabout
hisvariousagents.Besidesuserplaces,Gypsyserversmay
housea numberof other placesspecializedfor particular
services.For example,a flight reservation placeprovides

flight reservationservices.A placeregistry providesinfor-
mationonall availableplaces.

To constructan agentin this case,the personchooses
a flight search task from a task list and fills out the rele-
vantforms,e.g.,travel date,deadline(needtheinformation
thenext day), reportingperiod(sendstatusmessageevery
5 hops),andqueryproperties.Thesepropertiesenablethe
agentto aska place registry for URIs of usefulplacesto
visit. A list of propertieswould be, in this case,London,
Heathrow, Gatwick. The taskalsohas,by default, a list of
predefinedpropertiessuchasflight, airline, travel agency
which mayalsobeeditedby the user. Thenthe useradds
a startingplace,e.g.,his favorite travel agency, to theroute
of theagentandlaunchesit. If nostartingURI is given,the
agentwill belaunchedto thehomeserver to querythelocal
placeregistry.

Theagentarrivesat thestartingplaceandqueriesthelo-
cal databasefor inexpensiveflights. Thenit queriesthelo-
cal placeregistry throughtheplaceinterfacefor additional
interestingplacesto visit. Whenthe agenthasreachedits
maximumreportingperiod,it sendsa statusmessagewith
its currentresultsbackto theownerby emailor to thehome
server by a statusmessenger agent. When the agenthas
queriedenoughserversor thedeadlinehasarrived,theagent
returnsto theuserplaceon thehomeserver. This placere-
ceivestheagentand,dependingon thenotificationstrategy,
informs the userby email or SMS messagethat the agent
hasreturned.

The userasksthe homeserver to forward the waiting
agent(s)to his userinterface. The returningagentis then
given an embeddedagent, called resultwriter, which for-
mats,interpretsand displaysthe result to the useron his
portableappliance.

Thisscenarioexemplifiesthesimplestuseof Gypsy, but
thereareotherissuesthatmayariseandGypsyaddresses.
For example,what happensif the userwantsto recall his
agentbeforethe deadlineis passed?He canlauncha new
agentthat follows exactly the samepath in orderto catch
upandfind theoriginalagent.It is probablymoreefficient,
however, if thisnew agentstartsat thelatestknown location
of theoriginal agent.Anotherissueinvolvesmorecompli-
catedtasksthatconsistof severalsimplertasks.For exam-
ple, what if theuserwantsto make hotelandtheaterreser-
vationsin addition to the flight reservation? Gypsy sup-
portssupervisoragentsthatconsistof worker agents, each
of whichis responsiblefor aparticulartask. Thesupervisor
agentusesa constraint manager which is responsiblefor
ensuringthat the resultsof the tasksarecompatible,e.g.,
that the flight arrival dateis the startingdateof the hotel
reservation andthe hotel checkout dateis the sameasthe
flight departuredate.

Figure1 showsthemainconceptsof Gypsyasdescribed
in thissection.Serversaregroupedinto regions.A regionis
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Figure 1. Gypsy Region Components

anadministrativeunit whichis administeredusingaremote
administrationtool. A log server in eachregionrecordslog
messagesreceivedfrom serversin theregion.

In the following sections,we describeGypsy’s compo-
nentsandmechanismsin moredetail.

3 GypsyConcepts

Agentsin theGypsyenvironmenttravel betweenplaces.
Theseplacesarelocatedat serverswherethey providespe-
cial servicesto thevisiting agents(Figure2). A server is a
processon a hostandcanrun severaldifferentplaces.The
server alsoprovidesunderlyingserviceslike databasesys-
temsfor specialplaces.Eachserveralsohasorknowsaspe-
cial placeregistry, whichis accessibleby theagentsthrough
theplaceinterface.Theseplaceregistriescanbequeriedby
mobileagentsto find new interestingplacesto go to. The
agentasksthecurrentplaceto transferit to thenew place.
Theplacehandsover theagentto theserver, which hasat
leastonecommunicationinterfaceto transferand receive
mobileagentsfrom thenetwork. In thecurrentimplemen-
tationtheagentitself doesnotknow how it is transferred.

Oneof themaindesigngoalsof theGypsyenvironment
is the implementationof a flexible anddynamicallyexten-
sible environmentfor experimentingwith agentprogram-
ming. Therefore,Gypsyhasverysimpleservers,whichcan
startandstoptwo differentkinds of mobile agents:com-
municatorsandplaces.Thebenefitof thesesimpleservers
is to build manageableserverswith nearlyzerodowntime
which is importantfor runningthemin commercialindus-

Figure 2. Gypsy Agent Systems

try notonly ontraditionalhostsbut alsoin embeddedboxes
suchastelephoneswitchesstoredin remotelocations.The
wholeconfigurationandadministrationis doneby aremote
administrationtool, whichcanlaunchnew placesandcom-
municatorsto the server or upgradeand remove existing
ones.A specialclassloaderfetchesthecodewhenit is cur-
rentlynot installedon theserver from givencodebases.

3.1 Agents

A mobile agent is an object that visits agent-enabled
serversin a computernetwork. A mobile agentin Gypsy
is a Java Runnableobject,thereforeit canbeexecutedasa
dedicatedthreadat specialplaces.The mobile agentcon-
sistsof its codeandits persistentstate.

TheGypsyenvironmentsupportsthreedifferenttypesof
agents:

� one-hopagents

� multi-hopagents

� embeddedagents

All theagentsareimplementedasJavaBeans. This per-
mits a genericJavaBean-enableduser front-end where a
usercancomposeandlaunchhisagentsimplyby usingdrag
& drop. It alsopermitsthe integrationof new agentsand
componentsfrom third-partyproviders.

One-hopand multi-hop agentshave a GypsyAgentInfo
objectcontainingattributesthat describethe agent,its re-
quirementsand purposeto the server. Theseinclude a
uniqueagentidentifier, the versionnumber, the manufac-
turer, thecreationtime, theownername,theemailaddress
of the owner, the URI of the agent’s codebaseand,in the
caseof multi-hopagents,theURI of thehomeserverof the
owner.
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One-hopandmulti-hop agentsalsohave MessageMan-
agers to handleasynchronousandone-waycommunication
betweeneachother.

3.1.1 One-HopAgents

One-hopagentscanhop just oncefrom oneserver to an-
other. Whenthesespecialagentsarrive at the destination
server, they will bestartedandfulfill their taskuntil they are
upgraded,removed or reachtheir deadline. Becausetheir
travel is limited, they cansendonly a simplestatusreport
backto theirowner. One-hopagentsaremainlyusedby the
remoteadministrationtool to transfernew functionalityor
upgradeexisting functionalityon theserver.

Gypsysupportstwo typesof one-hopagents:communi-
catorsandplaces.

Communicators

Communicatorsareone-hopagentswhich cancommu-
nicatewith other communicatorsof the sametype over a
network. Eachserver hasoneor morecommunicators.Be-
causeof the component-baseddesignit is possibleto im-
plementnew communicatorsfor upcomingandpromising
transfertechnologies. Thesenew communicatorscan be
sentto dynamicallyupgraderunningserversto new trans-
fer technologieswithout affectingtheir runningplacesand
otheragents.

Thereare threedifferent typesof communicators.An
AdminCommunicatorenablesthe systemadministratorto
maintainaserver from aremoteplace.An AgentCommuni-
cator transfersagentsover a network to a remotelocation.
A UserCommunicatorenablesa userto querythestatusof
aspecialagentandto retrievewaitingagentsonanetwork.

Currentlytherearetwo differentkindsof agentcommu-
nicators,onewhich transfersandreceivestheagentsusing
Java RMI and one which usesMIME email attachments
to sendandreceive agents.Additional communicatorsus-
ing variousothertechniquessuchasSecureSocket Layers
(SSL),andCORBA MASIF [18] canbe implementedeas-
ily.

The currentimplementationis focusedmainly on com-
municatingover a network usingtheJava RemoteMethod
Invocation (RMI). An RMIAgentCommunicatorusesthe
Java RemoteMethodInvocation(RMI) to transferthestate
of anagentto a remotecommunicator. Thecommunicator
contactsthe remotecommunicatorandtransfersthe agent
by calling theremotereceivemethodfrom theremotecom-
municator.

The EmailAgentCommunicatorsendsserializedagents
as MIME attachmentto mails either directly or by en-
crypting the serializeddatausingthe PrettyGoodPrivacy
(PGP)[6] program.Eachemailcommunicatorhasaspecial
emailaddresswherea local monitorthreadacceptsincom-
ing mails.Sucha mail cancontaintheserializedstateof an

agentor a requestfor thepublicPGPkey of thiscommuni-
catorto transferanagentsecurelyover thenetwork.

To provideeasysystemadministration,aspecialAdmin-
Communicatoris usedtoadd,upgradeor removeplacesand
communicatorsfrom the remoteadministrationtool. Each
Gypsyserver (except the userfront-end)startsby default
anRMISysadminCommunicator, which waits for incoming
one-hopagents.Only agentsof typePlaceor Communica-
tor areaccepted.The incomingagentis checked,andif it
doesnot exist on the server, it is started.If an instanceof
theincomingagentis alreadyrunningon theserverbut has
an older versionnumber, notificationis given to terminate
andthenew agentis started.

Places

Mobileagentscanonlybeexecutedatplaces.Theplaces
providetheinterfaceto theunderlyingoperatingsystemser-
vicesfor mobileagents(e.g.,a flight database).TheGypsy
server handsover the incoming agentto the place. The
placeassignsa handleto itself for themobileagentsothat
theagenthasaccessto theplace’s infrastructure.Thenthe
placeruns the agentin the agent’s own threadof control.
Whentheagenthasfinishedits task,it requeststheplaceto
transferit to a differentplace.

EachplacehasapassiveBlackboard whereagentsregis-
ter with their ID, their next locationandtheir deadline.Us-
ing this mechanism,specialnotificationagentscalledMes-
sengers can interpret theseblackboardentriesand follow
the pathsof agentsin orderto meetandnotify them. The
blackboardclearsits entriesbasedon the given deadlines
of theagents,whichmeansthatotheragentscannotcontact
themin any way in thefuture.

To facilitatesystemadministration,Gypsyprovidesspe-
cial scriptplacesto supporttheexecutionof scriptswritten
in Java or Python. The scriptsare transferredby Worker
agentsasaspecialtask.Thescriptplacefirst checksthein-
stanceof theincomingagentto ensurethatits taskis of the
correcttype (e.g.,BeanShellTaskor JPythonTask), assigns
theworker a handleandrunstheagent.Theagentrunsits
taskasanindependentthreadandthetaskexecutesits script
through the place’s exec() method. The BeanShellPlace
provides an embeddedBeanShellinterpreter[1], which
makesthe executionof scriptswritten in pureJava possi-
ble. TheJPythonPlaceprovidesanembeddedJPythonin-
terpreter[11], which handlesscriptswritten in purePython
or writtenwith mixedPythonandJavastatements.

Eachserver hasby default oneLogPlacewhich runsin-
comingLogMessenger agentsgeneratedat thatserver. First
it assignsthe agenta default output stream,and then de-
pendingon the placeconfiguration,the locationof a cen-
tralizedlog serverfor thisregion. It thenexecutestheagent.
If theagentobtainsa locationof a centralizedlog server, it
addsthis to its itinerary.
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To make detachedcomputingpossible,wherethe user
front-endis disconnectedfrom thenet,thereturningagents
wait onaUserPlaceatahomeserveruntil theuserretrieves
them. Eachusermusthave a userplaceon a specialhome
server to enablereturningagents.Theincomingagentsare
storedandtheusercanbenotifiedbyemailorSMSmessage
thattheagenthasreturned,if theagentallows. Theusercan
queryhisplacefor thenumberof waiting agents,thestatus
of a specialagentandcanrequesttheplaceto forwardthe
agentsto theuserfront-end.

Whenthe agentreturnsto the userfront-endit will be
transferredto a specialReturnPlace. Thisplaceassignsthe
agenta handleanda ResultWriterbasedon theuser’s con-
figuration. This resultwriter is an embeddedagentwhich
caninterpret,format,andstoretheresultandthehistorylog
of an agent. The agentchecksif it is at the user’s return
placeandexecutesthe resultwriter. By default anHTML-
ResultWriteris usedwhich formatstheresultandlaunches
theuser’s favoriteHTML browserfor displayingit.

3.1.2 Multi-Hop Agents

Multi-hop agentsare the default agentmodel in Gypsy.
They have theability to hopbetweendifferentlocationson
thebasisof afixedpresettravel list or searchfor new, inter-
estinglocationsto visit.

Multi-hop agentsimplementthe interfaceMultiHopA-
gent or derive from the baseclassMultiHopGypsyAgent,
which definesthecommonfunctionality. Multi-hop agents
haveanItinerary containinga list of locationsto visit anda
historylog to keeptrackof thestatusandfailuresduringthe
agent’stravel. Eachmulti-hopagentalsohasaResultobject
for storingtheresultsobtainedduring its travel. Theresult
is organizedin ahierarchicaltreecontainingtheagent’s ID,
the server URI, the placeon the server and the obtained
resultitself. Theresultcanbeinterpretedby a specialem-
beddedagentcalledResultWriter.

Gypsy supportstwo types of multi-hop agents: task-
specificagentsandsupervisoragents.

Task-specificAgents

Task-specificagentsfulfill a specialtask,e.g.,find and
booka hotel,or returna statusreport.Thetaskfunctional-
ity canbe implementedin two ways. First, it canbe pro-
grammeddirectly into theagent,e.g.,a speciallightweight
agentlike a LogMessenger, which thereforecanbeusedas
a standaloneagent;second,it canbe derived from the ab-
stractclassTask, which is anembeddedagent.Thesetasks
canbeaddedto a heavyweightSupervisoror Worker agent
to gainmobility.

The Itinerary of eachtask-specificagenthasby default
asimpletravel planimplementedasafixedlist of locations
to visit. If a task-specificagenthasnohomeURI, it will be
terminatedat thelastplaceon its list.

Figure 3. Super visorAg ent, Embed ded
Agents, and Tasks

A Worker is a generictask-specificagentwhich carries
and runs one Task with given constraintswhen it roams.
Workersarenecessaryto decouplecomplex functionalities
of a usertask(e.g.,searchfor a flight, searchfor a hotel)
from the mobility aspects.Eachworker hasa Constraint-
Manager which monitorsif the resultsof the taskareful-
filled andsendstheresultsbackto its supervisoror owner.
A worker with its taskis thedefault mobileagentmodelin
theGypsyproject.

For simpletasksit is usefulto provide thepossibilityof
lightweightagentswithout a constraintmanageror a com-
plex routingplanner. An exampleof suchan agentwould
be a LogMessenger, which carriesand prints a log mes-
sage. Lightweight agentshave a predefinedandstatically
programmedfunctionalityandcannotbeextendeddynami-
cally. Theselightweightagentsaremainly usedfor mobile
messagesandstatusreporters.

Supervisor Agents

Supervisoragentshave a collectionof embeddedagents
andtaskswith theirconstraints,whicharealsoimplemented
asJavaBeans.Theseagentsandtaskscanbepluggedinto a
Supervisordynamicallyby theuserinterface.This mecha-
nismenablestheuserto chooselightweightor heavyweight
implementationsof specialagents(e.g., travel plansby a
simplelist of hostsor by anintelligentroutingmechanism)
andtheintegrationof specialthird-partyvendoragentsand
tasks(Figure5). Eachsupervisoralsohasaconstraintman-
agerwhichdecideswhenthetaskhasbeenfulfilled andcan
carry out transactionsbasedon the givenconstraints(e.g.,
if you donotgettheflight, donotbooka hotel).
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3.1.3 EmbeddedAgents

Embeddedagentsalso fulfill specific tasks(e.g., a route
planner)but they cannottravel of their own volition. Em-
beddedagentsareusedasstationaryagentsonaserver(e.g.,
a result writer) or are pluggedinto a mobile agent. An
exampleof an embeddedagentis a RoutePlannerwhich
querieslocalplaceregistriesfor new placesto visit.

An exampleof a stationaryembeddedagentis the im-
plementationof theResultWriterinterface.Whenanagent
returnsto the userfront-end,the ReturnPlacewhich han-
dlesreturningagentsassignsa specialresultwriter, e.g.,an
HTMLResultWriter. This receivestheresultof thereturned
agent, generatesan HTML page and connects/startsan
HTML browserfor viewing andhandlingthe results.Fur-
ther implementationsinclude ODBCResultWriter, which
storesthe result in a database,or otherresultwriter capa-
ble of interpretingand evaluatingthe result object before
presentingit to theuser.

3.2 Servers

All serversareprocesseswith theirown Javavirtual ma-
chineandcanstartandstoptwo differentkindsof agents:
placesandcommunicators.

3.2.1 BasicServers

An agentserver offers one or more servicesto the mo-
bile agentthat entersit (Figure 4). Each server has an
AgentCommunicatorfor transferringandreceiving agents
and handling the agent’s messagesto/from the owner or
otheragents.It hasalsoanAdminCommunicator, wherethe
systemadministratorcancontrol andmaintainthis server
throughtheremoteadministrationtool. Eachserver hasby
default a LogPlacewherethe local log messengersmove
to print their entry and also one or more placesfor spe-
cial tasks:a virtual shop,aninterfaceto a specialdatabase,
a waiting room, an agentmeetingpoint, etc. The server
knows the addressof the local placeregistry andthe local
SMTPhost,whicharehandedover to theplaces.

An incomingagentis checkedby the network commu-
nicator for its specialexecutionconstraintse.g. resource
requirements,expirationdate,securityissues,andsoonbe-
fore it is accepted.Thenthe agentis transferredto its de-
siredplacewheretheagentis actuallyexecuted.

3.2.2 HomeServer

Gypsyprovideshomeserversto supportdetachedcomput-
ing wheretheuserfront-endis disconnectedfrom thenet-
work. A homeserveris adedicatedserveratahostwhichis
permanentlyconnectedto thenetwork. A homeserver has

Figure 4. Basic Gypsy Server

Figure 5. Gypsy Home Server

a so-calleduserplacefor eachlocal agentsystemuser. Re-
turningagentswait at this placeto beretrievedby theuser
front-end(Figure5).

In addition the homeserver hasthe communicatorsof
the basicserver, a UserCommunicatorfor communication
with the userfront-end. The usercanquery the statusof
a specialagentfrom its placeandrequestthat all waiting
agentsbeforwardedto hisactuallocation.

3.2.3 Log Server

A log server is a centralizedserver in a region to which all
LogMessengers canbe forwarded.Thereall log messages
of this regionarestoredin a databasefor furtherevaluation
andsystemanalysis.The log server hasa MySqlLogPlace
insteadof theusuallog place,whichstoresthemessagesin
a file. This MySqlLogPlacereceivesthe agent’s message,
insertsit into the databaseusingJDBCandterminatesthe
agent. The storedlog entry containsthe server URI, date
andtime,andthelog message.
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3.2.4 UserFrontendServer

The userfront-endalso needsa server called AgentMan-
ager for transferringandreceiving the user’s agents.The
userchoosesthespecialtasks(e.g.,FlightSearchTask, Ho-
telSearchTask) to be fulfilled andfills out the correspond-
ing forms, including specialconstraintsand the nameof
thestartingplace.Thenthetaskswith their constraintsare
addedto a supervisorand the agentis transferredby the
local AgentCommunicator. If only one task is chosen,a
workerwill beusedinsteadof asupervisor.

Whenan agentreturnshome,it is transferredto a Re-
turnPlacewhereit obtainsthe user’s favorite resultwriter
for interpreting,displayingandstoringtheagent’s results.

3.2.5 RemoteAdministration Tool

The remote administrationtool provides the centralized
maintenanceof all Gypsyserversinsidea region. The re-
gion administratorcansendnew placesor communicators
to local serversto monitorandshutdown theserversandto
removeagents.

3.2.6 PlaceRegistry

Agentstravel betweenplaceswhichcanbeidentifiedby lo-
cations.A Locationconsistsof theuniqueservername,the
placenameand a list of communicatorURIs with which
thisplacecanbereached.Theserver is responsiblefor reg-
isteringandunregisteringits placesandcommunicatorsat
theplaceregistry in theright format.

The placeregistry is a server which canbe queriedby
agentstofind placestovisit. It storesalist of valid locations
andcorrespondingproperties.TheSimplePlaceRegistryhas
its own proprietaryformat. In anadvancedsolutiontheen-
tries are storedin Lightweight Directory AccessProtocol
(LDAP) server. The benefitof usingLDAP is the ability
to exploit available functionality, suchas replication,and
managementtools.

3.3 Mobility

An agentin the Gypsyenvironmenttravels on its own
volition betweenplacesaccordingto its internal routing
strategy. Theseplacesarecalledintermediatepointson the
agent’sroute.Whenanagentarrivesataplaceit getsahan-
dleto its currentplaceandatany timeit canasktheplaceto
transferit to thenext intermediatepointon its routeby call-
ing currentPlace.transfer(this). The placehandsover the
agentto theserver, which getsthe next intermediatepoint
by calling the agent’s getNextPoint() method. The server
checksthispoint if thenext placeis onthisserverandtrans-
fers the agentto this place. If thenext placeis locatedon

�

�

�

�

1 :
2 [Read]
3 *.html
4 *.jpg
5 [Write]
6 /var/Gypsy/*.tmp
7 [SystemClipboardAccess]
8 yes
9 [PropertiesAccess]
10 no
11 [Multicast]
12 192.168.*.1 1234
13 192.168.170.2
14 :

Figure 6. Example Configuration for the Se-
curity Manager

a differentserver, theserver looks for compatiblecommu-
nicatorsof the next placeandhandsover the agentto the
propercommunicatorby calling its transfer()method.

The agentterminatesitself whenno more intermediate
pointsareleft in its routing tableandit hasno homeURI.
Otherwise,it returnsto its homeserver.

3.4 Security

Theserversareprotectedagainsthostileagentsthrough
aspecialJavasecuritymanagerandclassloader. Theserver
administratorcandefineruntimesecuritypoliciessuchas
file read/writeaccess,hostsand ports to contact,etc. as
shown in (Figure6).

To protecttheserver from maliciouscode,theadminis-
tratorcandefinealist of URIsfromtrustedcodebaseswhich
areusedby thesecureclassloaderin theAgentCommunica-
tor. The incomingagentwill be revoked if the codecan-
not beretrievedfrom thegivenlist. Theagentcommunica-
tor acceptsonly signedjar archivesasvalid codebasesand
storesthemin its localcache.

Theusageof theSupervisor-Workerpatternasdescribed
in [5] helpsto minimizepossiblesecurityattacksto roam-
ing mobile agents. We have madethe assumptionthat a
company X runssecureserversin variousregions.Thesu-
pervisoragentwith thelist of theuser’s tasksandtheircon-
straintsmovesonly betweenthesesecureservers. There,
it splitsup thetasksinto subtasks,createsvariousworkers,
andassignsthemtheir tasksandconstraints.Theseworkers
canmove to nearbyuntrustedhostsandperformtheir task.
When their route is finishedor the maximumstatushops
arereached,they sendtheir resultbackto their supervisor.
Thesupervisormergestheincomingresultsandchecksthe
overall constraints.Basedon this informationit cancreate
morenew workersfor unfulfilled resultsor moveto thenext
hostin its routingplan.Sincetheworkerscarryonly a sub-
task,manipulationof thesubtasksby malicioushostsdoes
not affect theoverall resultasmuchasif oneagentcarries
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all theinformation.

4 RelatedWork

The work on Gypsystartedin 1996,after a numberof
first-generationmobileagentsystemshadbeenbuilt by dif-
ferentgroupsaroundtheworld. Thecurrentgenerationof
suchsystemstakesadvantageof theknowledgeandexperi-
encegainedin theseearlysystems.Gypsy, in particular, has
beeninfluencedby Aglets, D’Agents (Agent Tcl), Mole,
andVoyager.

Whenwestarted,Agletshadthemostadvancedsecurity
solutions,both to protectthe agentthroughproxy objects,
andthe ideaof managinglargerregionsthrougha security
context database.Theseideashave influencedour security
model.

The ideaof theagenttransferprotocol(ATP) [14] from
Aglets [15], sendingagentsthrough email in D’Agents
(AgentTcl) [7], or socket connectionsasin Mole [21], led
to ourdecisionto decouplethetransfertechnologyfrom the
servers.Thecommunicatorsin ourdesignrealizethis idea.

Due the successof Java, many different languagehave
beenimplementedin Java,e.g.SchemeandPython.Based
on this we decidedto supportmultiple languagesthrough
theselanguageimplementations,which mostly can inter-
operatewith Java objects. Herewe differ from ARA [20]
which tries to supportmultiple programminglanguageson
topof oneproprietaryvirtual machineandsystemcore.

Voyager[19] hadtheinterestingideaof creatingavirtual
object,which is the contactpoint for the userto his agent
andthereforeresponsiblefor keepingtrackof, andnotify-
ing, the roamingagent. This and the idea of supporting
detachedcomputingasin D’Agents(AgentTcl) [13] led to
thebasicideaof our UserPlaceat thehomeserver. We go
furtherandextendthis userplaceto actasa usersurrogate
e.g. for e-commercetransactions,to trackroamingagents,
andto collectintermediateresults.

Anothernovel featureof Gypsyis thesimple,but pow-
erful designof supervisorand worker agents[5], where
(intelligent) stationaryagentscalled taskscanbe plugged
in, transportedover the net, andexecutedbasedon given
constraints.This mechanismmay be of usein the intelli-
gentagentarea.In this caseGypsyprovidesa stable,mo-
bile agentenvironment,whereapplicationscanprovide the
tasksandeasilygainmobility without having to dealwith
thelow-level mobility aspects.

Thedynamicsubtaskcreationsupportedby supervisor-
worker patterncontributesto thesecuritymodelof Gypsy.
In particular, it allows us to easily implementsmall tasks
thatarenotworth tamperingwith.

5 Conclusion,statusand futur e work

Wehavedescribedthedesignof theGypsymobileagent
system. A primary distinctionof Gypsyis its component
orientationboth in the systemenvironmentand in agent
construction.Thebasiccomponentof thesystemis a mo-
bile agentfrom whichboththesystemcomponentsanduser
agentsarebuilt. Componentorientationallows usto adopt
a systematicdesignwhich is extensible,andin which ideas
suchastransportprotocolsor communicationmechanisms
from differentsystemscanbeimportedin theform of plug-
in components.

They Gypsycomponentmodelimposesauniformarchi-
tecturefor all components.For example,ascanbeseenin
Figures3 and 4, agentsand servershave nearly identical
architecturesbasedon a fixed minimal structureandspe-
cializedextensionplug-ins.

Work on Gypsy startedin 1996 and most components
describedin thispaperhavebeenimplementedandarerun-
ning. TheConstraintManager is currentlyjust aninterface
anda dummyimplementation.Our immediatefutureplans
call for makingJavaBeanadaptersto variousexisting con-
straintmanagementsolutions,sothattheusercanplug-ina
favorite one. Currently, theuserinterfaceis not JavaBean-
enabled,sothattheprogrammerhasto codenew tasksinto
the programinsteadof the programdynamically reading
given jar archivesandbuilding up the tasksasin the style
of theJava BeanBox.Gschwindet al. [8] describessucha
bean-orientedapproachto mobileagentconstruction.

Like the constrainthandlingpart, we will defineinter-
facesfor agentcommunication,andmake adaptersto ex-
isting solutionssuch as a reactive blackboard[2], tuple
spaces[16], and the KnowledgeQueryandManipulation
Language(KQML) [4].

We will also focus on region basedsecuritysolutions
including hierarchicalaccesscontrol lists, wherethe sys-
temadministratorcandefinelocalpoliciesfor his regionor
subregion. This policy will be storedin a context master
databaseasproposedin [12].

Weexpectthatthecomponent-orientationof Gypsysup-
portstheseextensionsin a straightforwardway.
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