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Abstract

Gypsyis a component-basedynamicallyextensibleen-
vironmentfor mobile agent systems. The runtime envi-
ronmentconsistsof lightweightserves that provide a dis-
tributedexecutionenvironmenfor agents,anda remotead-
ministration tool that supportsthe set-upand shutdownof
serves and agents. A serverhostsa numberof placesto
which agentsmay move to executetheir functions. Each
placeis specializedo supporta particular service A su-
pervisoragentmaycontainseveral worker agentsthat may
executeconcurently. A supervisotagenttravelsfromplace
to placeaccodingto its itinerary and launchesits workers
at appropriate places.A mobileagentis the basicabstac-
tionfromwhich all othercomponentsncludingservesand
supervisoragents,are constructedTheprimary goal of the
Gypsyprojectis to build a multi-language, extensibleen-
vironmentfor experimentingwith mobile agentsas a pro-
grammingparadigm. The ervironmentis implementedn
Java and currently supportsagentswritten in the Java or
Pythonprogramminglanguages. This paper presentsan
overviav of the Gypsyproject, the current systemarchi-
tecture and the designof the importantcomponent®f the
Gypsysystem.

1 Intr oduction

Mobile agents® are programswith persistentidentity
which move arounda network on their own volition and
can communicatewith their ervironmentand with other
agents. Thesesystemausespecializedsenersto interpret
the agents behaior and communicatewith otherseners.
Mobile agentsmay executeon ary machinein a network
without the necessityf having theagentcodepre-installed
on every machinethe agentcouldvisit. Mobile agentsep-
resenta new modelin the evolution of executablecontent

1To appeaiin TheProceedingf the Eighth Euromicio Workshopon
Parallel and Distributed Processingd EURO-PDP 2000), RhodosGreece
January19-21,2000.1EEE ComputerSociety

onthelnternet,introducingprogramcodethatcanbetrans-
portedalongwith stateinformation. White [23] provided
muchof theoriginal inspirationfor including mobility sup-
port in programminglanguages.The paper[3] compares
differentapproacheso distributed computationincluding
client-sener, remoteevaluation,andmobile code. The pa-
per[10] comparegmobile agentsand pushsystems. The
paper[17] describesa fine-grainedapproachto mobility,
whereindividual programstatementaremobileratherthan
classes.

This new conceptfor network computinghasgainedin-
creasingnterestespeciallyin thenetwork managemerdand
mobile computingareas.Numeroussoftwareplatformsfor
mobileagenthave appearedndarestill appearingAglets
[15], D’Agents (formerly calledAgentTcl) [7], ARA [20],
Grasshoppdf?2], Mole [21], andVoyager{19]. Mostagent
systemssuchas Aglets, Mole or Gypsy useJava andthe
Javavirtual machineasmobile codesystemwhereclasses
canbe loadedat runtime over the network. Eachof these
platforms placesemphasison differentaspectsof mobile
agents:Aglets on security D’Agents and ARA on multi-
languagesupport,and VVoyageron integrationof an ORB.
Currently mostagentsystemslo notinteroperatavith each
other Instead mostof thesesystemssuchasGrasshopper
planto implementhe CORBA Mobile AgentSysteminter-
operabilityFacility (MASIF) [18] for agentsysteminterop-
erability.

Many issueson mobileagentsarestill subjectof discus-
sion[9], ascanbe seenfrom the variousdifferentimple-
mentatiorapproachesThemainconcernsnvolvetradeofs
betweerthe degreeof functionalcompleity, maintainabil-
ity, andscalabilityof agentsystemso wide-scaleusage.

The Gypsyprojecthasthefollowing goals:

1. Implementatiorof aflexible anddynamicallyextensi-
ble environmentfor experimentingwith mobile agent
programming.

2. Investigation of mobile agentsas a programming
paradigm.

3. Discovery of mobileagentdesignpatterns.



4. Supportfor mobileanddetached¢omputing.

5. Multi-languagesupportbasedon languageémplemen-
tationsin the Java programmindanguage.

6. Effective securityimplementatiorfor usein largenet-
works.

7. Interoperabilitywith otheragentsystems.

The currentimplementatiorsupportsgoals1, 4, and5,
andprovidesthe platformfor goals2 and3. Goal6 is only
minimally supportedby extendingthe standardlava secu-
rity mechanismsGoal7 is still notsupported.

Gypsy usesa component-basedpproachfor dynam-
ically configuring seners, communicatorsand places
through the use of mobile agentsas a programming
paradigm.Theernvironmentis implementedn the Javapro-
grammingdanguagendsupport$ythonandJavascripting.
The currentstatusis describedin its web site ht t p: //
www. i nf osys. t uwi en. ac. at/ Gypsy/ where the
currentimplementations availablefor download.

Therestof the paperis structuredasfollows: Section2
givesanoverview on the interactiondetailsof the system.
Section3 describeghe systemarchitectureof Gypsy fea-
turing agentsand seners. The following sectionsdiscuss
our approachto mobility and security The papercloses
with acomparisorwith relatedwork, currentstatusandfu-
turework in the Gypsyproject.

2 Gypsy Scenario

This sectionpresentsa scenaricdhatwe useasa driving
use-caséor GypsyapplicationsThis sectionwill first give
a userview of the problemandthenthe Gypsy systems
view. The purposeof this sectionis to introduceGypsy’s
terminologyandcomponentsita high level. Thefollowing
sectionswill providethedetalils.

A userwantsto fly to London the next weelend and
wantsto find the lowest-cosfflight available. Ratherthan
performingthesearcthimself,helaunchesis mobileagent
to dothework for him andreportthe resultswhenthey are
available. The agentis launchedfrom the users portable
device (telephone]aptop, appliance etc.) which runsthe
Gypsy userinterface. The agentmay be specializedby
the userfor this particulartaskor it may take default val-
uesfrom the users predefinedprofile. Oncethe agentis
launchedtheusermaydisconnechis portabledevice. The
userhasa permanentiserplaceon ahomeserverwherehis
agentsreportto andwait on their return. The usermay at
ary time connecto hishomesener placeandinquireabout
his variousagents Besidesuserplaces Gypsysenersmay
housea numberof other placesspecializedfor particular
services. For example,a flight resenation placeprovides

flight resenationservices.A placeregistry providesinfor-
mationon all availableplaces.

To constructan agentin this case,the personchooses
a flight seach taskfrom a tasklist andfills out the rele-
vantforms,e.g.,travel date,deadling(needthe information
the next day), reportingperiod (sendstatusmessagevery
5 hops),andqueryproperties.Thesepropertiesenablethe
agentto aska placeregistry for URIs of useful placesto
visit. A list of propertieswould be, in this case,London,
Heathiow, Gatwik. Thetaskalsohas,by default, alist of
predefinedpropertiessuchasflight, airline, travel agency
which may alsobe editedby the user Thenthe useradds
astartingplace,e.qg.,his favorite travel ageng, to the route
of theagentandlaunchest. If no startingURI is given,the
agentwill belaunchedo thehomesenerto querythelocal
placeregistry.

Theagentarrivesatthe startingplaceandquerieshelo-
cal databaséor inexpensve flights. Thenit queriesthelo-
cal placeregistry throughthe placeinterfacefor additional
interestingplacesto visit. Whenthe agenthasreachedts
maximumreportingperiod,it sendsa statusmessagavith
its currentresultshackto the ownerby emailor to thehome
sener by a statusmessengr agent. Whenthe agenthas
queriedenougtsenersor thedeadlinéhasarrived,theagent
returnsto the userplaceonthe homesener. This placere-
ceivestheagentand,dependingnthe notificationstrateyy,
informs the userby email or SMS messagehat the agent
hasreturned.

The userasksthe homesener to forward the waiting
agent(s)o his userinterface. The returningagentis then
given an embeddedhgent, calledresultwriter, which for-
mats, interpretsand displaysthe resultto the useron his
portableappliance.

This scenaricexemplifiesthe simplestuseof Gypsy but
thereareotherissueshat may ariseand Gypsyaddresses.
For example,what happensf the userwantsto recall his
agentbeforethe deadlineis passed”™e canlauncha new
agentthat follows exactly the samepathin orderto catch
up andfind theoriginal agent.It is probablymoreefficient,
however, if thisnew agentstartsatthelatestknown location
of the original agent. Anotherissueinvolvesmorecompli-
catedtasksthat consistof several simplertasks.For exam-
ple, whatif the userwantsto make hotelandtheatereser
vationsin additionto the flight resenation? Gypsy sup-
portssupervisoragentsthat consistof worker agents each
of whichis responsibldor a particulartask Thesupervisor
agentusesa constaint manayer which is responsiblefor
ensuringthat the resultsof the tasksare compatible,e.g.,
that the flight arrival dateis the startingdate of the hotel
resenation andthe hotel checlout dateis the sameasthe
flight departuredate.

Figurel shavsthemainconceptof Gypsyasdescribed
in thissection.Senersaregroupednto regions.A regionis



Figure 1. Gypsy Region Components

anadministratve unit whichis administeredisingaremote
administratiortool. A log senerin eachregionrecorddog
messagerecevedfrom senersin theregion.

In the following sectionswe describeGypsy's compo-
nentsandmechanismi moredetail.

3 GypsyConcepts

Agentsin the Gypsyervironmenttravel betweerplaces.
Theseplacesarelocatedat senerswherethey provide spe-
cial servicedo thevisiting agentgFigure2). A seneris a
proceson a hostandcanrun severaldifferentplaces.The
sener alsoprovidesunderlyingservicedik e databaseys-
temsfor speciaplaces Eachseneralsohasor knowsaspe-
cial placeregistry, whichis accessibléy theagentghrough
theplaceinterface.Theseplaceregistriescanbe queriedby
mobile agentsto find new interestingplacesto go to. The
agentasksthe currentplaceto transferit to the new place.
The placehandsover the agentto the sener, which hasat
leastone communicationinterfaceto transferand receve
mobile agentsrom the network. In the currentimplemen-
tationthe agentitself doesnotknow how it is transferred.

Oneof themaindesigngoalsof the Gypsyervironment
is the implementatiorof a flexible anddynamicallyexten-
sible ervironmentfor experimentingwith agentprogram-
ming. Therefore Gypsyhasvery simpleseners,whichcan
startand stoptwo differentkinds of mobile agents:com-
municatorsandplaces.The benefitof thesesimpleseners
is to build manageablsenerswith nearlyzerodowntime
which is importantfor runningthemin commercialindus-

Figure 2. Gypsy Agent Systems

try notonly ontraditionalhostsbut alsoin embeddedboxes
suchastelephoneswitchesstoredin remotelocations.The
whole configuratiorandadministratioris doneby aremote
administratiortool, which canlaunchnew placesandcom-
municatorsto the sener or upgradeand remove existing

ones.A specialclassloadefetcheshe codewhenit is cur

rently notinstalledon thesenerfrom givencodebases.

3.1 Agents

A mobile agentis an object that visits agent-enabled
senersin a computemetwork. A mobile agentin Gypsy
is a Java Runnableobject,thereforeit canbe executedasa
dedicatedhreadat specialplaces. The mobile agentcon-
sistsof its codeandits persistenstate.

TheGypsyervironmentsupportghreedifferenttypesof
agents:

one-hopagents
multi-hopagents

embeddedgents

All theagentsareimplementedisJavaBeansThis per
mits a genericJavaBean-enablediser front-end where a
usercancomposendlaunchhisagentsimply by usingdrag
& drop. It alsopermitsthe integrationof new agentsand
component$rom third-partyproviders.

One-hopand multi-hop agentshave a GypsyAgntinfo
object containingattributesthat describethe agent,its re-
guirementsand purposeto the sener. Theseinclude a
uniqueagentidentifier, the versionnumber the manufc-
turer, the creationtime, the ownername the emailaddress
of the owner, the URI of the agents codebasand, in the
caseof multi-hopagentsthe URI of thehomesener of the
owner.



One-hopand multi-hop agentsalso have MessgeMan-
agersto handleasynchronouandone-way communication
betweereachother

3.1.1 One-HopAgents

One-hopagentscan hop just oncefrom one sener to an-
other Whenthesespecialagentsarrive at the destination
sener, they will bestartedandfulfill theirtaskuntil they are
upgradedremoved or reachtheir deadline. Becauseheir
travel is limited, they cansendonly a simple statusreport
backto theirowner. One-hopagentsaremainly usedby the
remoteadministratiortool to transfernew functionality or
upgradesxisting functionalityonthesener.

Gypsysupportdwo typesof one-hopagents:communi-
catorsandplaces.

Communicators

Communicatorsre one-hopagentswhich cancommu-
nicatewith other communicator®f the sametype over a
network. Eachsener hasoneor morecommunicatorsBe-
causeof the component-basedesignit is possibleto im-
plementnen communicatorgor upcomingand promising
transfertechnologies. Thesenew communicatorsan be
sentto dynamicallyupgraderunning senersto new trans-
fer technologiewvithout affecting their runningplacesand
otheragents.

Therearethreedifferenttypesof communicators.An
AdminCommunicatoenablesthe systemadministratorto
maintaina sener from aremoteplace.An AgentCommuni-
cator transfersagentsover a network to a remotelocation.
A UserCommunicatoenablesa userto querythe statusof
aspecialagentandto retrieve waiting agentson a network.

Currentlytherearetwo differentkindsof agentcommu-
nicators,onewhich transfersandrecevesthe agentsusing
Java RMI and one which usesMIME email attachments
to sendandreceve agents.Additional communicatorsis-
ing variousothertechniquesuchasSecureSoclet Layers
(SSL),andCORBA MASIF [18] canbeimplementeckas-
ily.

The currentimplementatioris focusedmainly on com-
municatingover a network usingthe Javza RemoteMethod
Invocation (RMI). An RMIAgentCommunicatousesthe
Java RemoteMethodInvocation(RMI) to transferthe state
of anagentto a remotecommunicatar The communicator
contactsthe remotecommunicatorand transfersthe agent
by calling theremotereceivemethodfrom theremotecom-
municator

The EmailAgentCommunicatosendsserializedagents
as MIME attachmentto mails either directly or by en-
crypting the serializeddatausing the Pretty Good Privacy
(PGP)[6] program.Eachemailcommunicatohasa special
emailaddressvherea local monitorthreadacceptsncom-
ing mails. Sucha mail cancontainthe serializedstateof an

agentor arequesfor the public PGPkey of thiscommuni-
catorto transferanagentsecurelyover the network.

To provide easysystemadministrationa specialAdmin-
Communicators usedo add,upgradeor remove placesand
communicatorérom the remoteadministrationtool. Each
Gypsy sener (exceptthe userfront-end)startsby default
an RMISysadminCommunicatavhich waits for incoming
one-hopagents.Only agentsof type Placeor Communica-
tor areaccepted.Theincomingagentis checled, andif it
doesnot exist on the sener, it is started. If aninstanceof
theincomingagentis alreadyrunningon the sener but has
anolderversionnumber notificationis givento terminate
andthe new agentis started.

Places

Mobile agentxanonly beexecutedatplaces.Theplaces
providetheinterfaceto theunderlyingoperatingsystenser
vicesfor mobileagentge.g.,aflight database)The Gypsy
sener handsover the incoming agentto the place. The
placeassignsa handleto itself for the mobile agentsothat
the agenthasaccesgo the places infrastructure.Thenthe
placerunsthe agentin the agents own threadof control.
Whenthe agenthasfinishedits task,it requestshe placeto
transferit to a differentplace.

Eachplacehasa passie Bladkboard whereagentgegis-
terwith their ID, their next locationandtheir deadline Us-
ing this mechanismspecialnotificationagentscalledMes-
sengrs can interprettheseblackboardentriesand follow
the pathsof agentsin orderto meetand notify them. The
blackboardclearsits entriesbasedon the given deadlines
of theagentswhich meanghatotheragentsannotcontact
themin any way in thefuture.

To facilitatesystemadministrationGypsyprovidesspe-
cial scriptplacesto supportthe executionof scriptswritten
in Java or Python. The scriptsare transferrecby Worker
agentsasaspecialttask. Thescriptplacefirst checkghein-
stanceof theincomingagentto ensurghatits taskis of the
correcttype (e.g.,BeanShellaskor JPython@ask, assigns
the worker a handleandrunsthe agent. The agentrunsits
taskasanindependenthreadandthetaskexecutests script
throughthe places exec() method. The BeanShellPlace
provides an embeddedBeanShellinterpreter[1], which
malkesthe executionof scriptswritten in pure Java possi-
ble. The JPythonPlacerovidesan embeddedPythonin-
terpretef11], which handlesscriptswrittenin purePython
or written with mixed PythonandJava statements.

Eachsener hasby default oneLogPlacewhich runsin-
comingLogMessengr agentgenerateatthatsener. First
it assignsthe agenta default output stream,and then de-
pendingon the placeconfiguration,the location of a cen-
tralizedlog senerfor thisregion. It thenexecutegheagent.
If theagentobtainsalocationof a centralizedog sener, it
addsthisto itsitinerary.



To make detachedcomputingpossible,wherethe user
front-endis disconnectedrom the net,thereturningagents
waitonaUserPlaceatahomeseneruntil theuserretrieves
them. Eachusermusthave a userplaceon a specialhome
senerto enablereturningagents.Theincomingagentsare
storedandtheusercanbenotifiedby emailor SMSmessage
thattheagenthasreturnedijf theagentallows. Theusercan
gueryhis placefor the numberof waiting agentsthe status
of a specialagentandcanrequesthe placeto forwardthe
agentdo theuserfront-end.

Whenthe agentreturnsto the userfront-endit will be
transferredo a specialReturnPlaceThis placeassignghe
agenta handleanda ResultWritethasedon the users con-
figuration. This resultwriter is an embeddedgentwhich
caninterpret format,andstoretheresultandthehistorylog
of an agent. The agentchecksif it is at the users return
placeandexecutegheresultwriter. By defaultan HTML-
ResultWriteris usedwhich formatsthe resultandlaunches
theusersfavorite HTML browserfor displayingit.

3.1.2 Multi-Hop Agents

Multi-hop agentsare the default agentmodel in Gypsy
They have the ability to hopbetweerdifferentlocationson
thebasisof afixedpresetravel list or searcHor new, inter-
estinglocationsto visit.

Multi-hop agentsimplementthe interface MultiHopA-
gent or derive from the baseclassMultiHopGypsyAgnt
which definesthe commonfunctionality. Multi-hop agents
have anltinerary containingalist of locationsto visit anda
historylog to keeptrackof thestatusandfailuresduringthe
agentstravel. Eachmulti-hopagentalsohasaResuliobject
for storingthe resultsobtainedduringits travel. Theresult
is organizedn ahierarchicalreecontainingtheagents D,
the sener URI, the placeon the sener and the obtained
resultitself. Theresultcanbeinterpretedby a specialem-
beddedhgentcalledResultWriter

Gypsy supportstwo types of multi-hop agents: task-
specificagentsaandsupervisomgents.

Task-specificAgents

Task-specifiagentsfulfill a specialtask,e.g.,find and
booka hotel, or returna statusreport. The taskfunctional-
ity canbe implementedn two ways. First, it canbe pro-
grammedlirectly into the agent,e.g.,a speciallightweight
agentlike a LogMessenegr, which thereforecanbe usedas
a standaloneagent;second,t canbe derived from the ab-
stractclassTask whichis anembeddedgent. Thesetasks
canbeaddedo a hearyweight Supervisoor Worker agent
to gainmobility.

The ltinerary of eachtask-specifiagenthasby default
asimpletravel planimplementedsafixedlist of locations
tovisit. If atask-specifiagenthasnohomeURI, it will be
terminatedatthelastplaceonits list.

Figure 3. SupervisorAg ent, Embedded

Agents, and Tasks

A Worker is a generictask-specifiagentwhich carries
and runs one Task with given constraintswhenit roams.
Workersarenecessaryo decouplecomplex functionalities
of a usertask(e.qg.,searchfor a flight, searchfor a hotel)
from the mobility aspects.Eachworker hasa Constaint-
Manager which monitorsif the resultsof the taskareful-
filled andsendgtheresultsbackto its supervisoror owner.
A worker with its taskis the default mobileagentmodelin
the Gypsyproject.

For simpletasksit is usefulto provide the possibility of
lightweight agentswithout a constraintmanageior a com-
plex routing planner An exampleof suchan agentwould
be a LogMessengr, which carriesand prints a log mes-
sage. Lightweight agentshave a predefinedand statically
programmedunctionalityandcannotbe extendeddynami-
cally. Thesedlightweightagentsaremainly usedfor mobile
messageandstatusreporters.

Supewisor Agents

Supervisoagentshave a collectionof embeddedgents
andtaskswith theirconstraintswhicharealsoimplemented
asJasaBeansTheseagentsandtaskscanbepluggedinto a
Supervisodynamicallyby the userinterface. This mecha-
nismenablegheuserto choosdightweightor hearyweight
implementationf specialagents(e.g., travel plansby a
simplelist of hostsor by anintelligentroutingmechanism)
andtheintegrationof specialthird-partyvendoragentsand
tasks(Figure5). Eachsupervisoalsohasaconstrainman-
agerwhichdecidesvhenthetaskhasbeenfulfilled andcan
carry out transactiondasedon the given constraint§e.g.,
if youdo notgettheflight, donotbooka hotel).



3.1.3 EmbeddedAgents

Embeddedagentsalso fulfill specifictasks(e.g., a route
planner)but they cannottravel of their own volition. Em-
beddedagentareusedasstationaryagentonasener(e.g.,
a result writer) or are pluggedinto a mobile agent. An
example of an embeddedgentis a RoutePlannemwhich
gueriedocal placeregistriesfor new placeso visit.

An exampleof a stationaryembeddedagentis the im-
plementatiorof the ResultWriterinterface. Whenan agent
returnsto the userfront-end, the ReturnPlacewhich han-
dlesreturningagentsassignsa specialresultwriter, e.g.,an
HTMLResultWriter This recevestheresultof thereturned
agent, generatesan HTML page and connects/startan
HTML browserfor viewing andhandlingthe results. Fur
ther implementationsnclude ODBCResultWriter which
storesthe resultin a databaseor otherresultwriter capa-
ble of interpretingand evaluatingthe resultobjectbefore
presentingt to theuser

3.2 Sewers

All senersareprocessewith theirown Javavirtual ma-
chineandcanstartandstoptwo differentkinds of agents:
placesandcommunicators.

3.2.1 BasicSelvers

An agentsener offers one or more servicesto the mo-
bile agentthat entersit (Figure 4). Eachsener hasan
AgentCommunicatofor transferringand receving agents
and handlingthe agents messageso/from the owner or
otheragentslt hasalsoanAdminCommunicatowherethe
systemadministratorcan control and maintainthis sener
throughthe remoteadministratiortool. Eachsener hasby
default a LogPlacewherethe local log messengermove
to print their entry and also one or more placesfor spe-
cial tasks:avirtual shop,aninterfaceto a specialdatabase,
a waiting room, an agentmeetingpoint, etc. The sener
knows the addresof the local placeregistry andthe local
SMTPhost,which arehandedverto theplaces.

An incomingagentis checled by the network commu-
nicator for its specialexecutionconstraintse.g. resource
requirementsgxpirationdate,securityissuesandsoon be-
fore it is accepted.Thenthe agentis transferredo its de-
siredplacewheretheagentis actuallyexecuted.

3.2.2 Home Sewer

Gypsyprovideshomesenersto supportdetachecomput-
ing wherethe userfront-endis disconnectedrom the net-
work. A homeseneris adedicatedseneratahostwhichis
permanentlyconnectedo the network. A homesener has

Figure 4. Basic Gypsy Server

Figure 5. Gypsy Home Server

aso-calleduserplacefor eachlocal agentsystemuser Re-
turning agentswait at this placeto beretrieved by the user
front-end(Figureb).

In additionthe homesener hasthe communicatorf
the basicsener, a UserCommunicatofor communication
with the userfront-end. The usercan querythe statusof
a specialagentfrom its placeandrequestthat all waiting
agentseforwardedto his actuallocation.

3.2.3 Log Serwer

A log seneris acentralizedsenerin aregionto which all
LogMessengrs canbe forwarded. Thereall log messages
of this region arestoredin a databaséor furtherevaluation
andsystemanalysis. The log sener hasa MySqlLaPlace
insteadof the usuallog place,which storeshemessagem
afile. This MySqglL@gPlacereceivesthe agents message,
insertsit into the databaseisingJDBC andterminateghe
agent. The storedlog entry containsthe sener URI, date
andtime, andthelog message.



3.2.4 UserFrontend Server

The userfront-end also needsa sener called AgentMan-
ager for transferringandreceving the users agents. The
userchooseghe specialtasks(e.g.,FlightSeachTask Ho-
telSeachTask to be fulfilled andfills out the correspond-
ing forms, including specialconstraintsand the nameof
the startingplace. Thenthe taskswith their constraintsare
addedto a supervisorand the agentis transferredby the
local AgentCommunicator If only onetaskis chosen,a
workerwill beusedinsteadof a supervisor

Whenan agentreturnshome, it is transferredo a Re-
turnPlacewhereit obtainsthe users favorite resultwriter
for interpreting displayingandstoringthe agents results.

3.2.5 RemoteAdministration Tool

The remote administrationtool provides the centralized
maintenancef all Gypsysenersinsidea region. There-
gion administratorcansendnew placesor communicators
to local senersto monitorandshutdavn the senersandto
remove agents.

3.2.6 PlaceRegistry

Agentstravel betweerplacesvhich canbeidentifiedby lo-
cations.A Locationconsistof theuniquesener name the
placenameanda list of communicatotURIs with which
this placecanbereachedTheseneris responsibldor reg-
isteringand unregisteringits placesand communicatorst
theplaceregistryin theright format.

The placeregistry is a sener which canbe queriedby
agentdofind placego visit. It storesalist of valid locations
andcorrespondingropertiesThe SimplePlaceRgstryhas
its own proprietaryformat. In anadwancedsolutiontheen-
tries are storedin Lightweight Directory AccessProtocol
(LDAP) sener. The benefitof using LDAP is the ability
to exploit available functionality, suchas replication,and
managemertools.

3.3 Mobility

An agentin the Gypsy environmenttravels on its own
volition betweenplacesaccordingto its internal routing
stratg)y. Theseplacesarecalledintermediatgointsonthe
agentsroute.Whenanagentarrivesata placeit getsa han-
dletoits currentplaceandatary timeit canasktheplaceto
transfeiit to thenext intermediatgointonits routeby call-
ing currentPlacetransfer(this) The placehandsover the
agentto the sener, which getsthe next intermediatepoint
by calling the agents getNetRoint() method. The sener
checkghispointif thenext placeis onthis senerandtrans-
fersthe agentto this place. If the next placeis locatedon
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Figure 6. Example Configuration for the Se-
curity Manager

a differentsener, the sener looks for compatiblecommu-
nicatorsof the next placeand handsover the agentto the
propercommunicatoby callingits transfer()method.

The agentterminatestself whenno more intermediate
pointsareleft in its routing tableandit hasno homeURI.
Otherwiseijt returnsto its homesener.

3.4 Security

The senersareprotectedagainsthostileagentshrough
aspeciallava securitymanageandclassoader Thesener
administratorcan defineruntime security policies suchas
file read/writeaccesshostsand portsto contact,etc. as
shavnin (Figure6).

To protectthe sener from maliciouscode,the adminis-
tratorcandefinealist of URIsfrom trustedcodebasewhich
areusedby the secureclassloadein the AgentCommunica-
tor. Theincomingagentwill be revokedif the codecan-
notberetrievedfrom the givenlist. Theagentcommunica-
tor acceptonly signedjar archivesasvalid codebaseand
storeghemin its local cache.

Theusageof the SupervisotWorkerpatternasdescribed
in [5] helpsto minimize possiblesecurityattacksto roam-
ing mobile agents. We have madethe assumptiorthat a
compaly X runssecuresenersin variousregions. The su-
pervisoragentwith thelist of theuserstasksandtheir con-
straintsmoves only betweenthesesecureseners. There,
it splitsup thetasksinto subtaskscreates/ariousworkers,
andassignghemtheirtasksandconstraintsTheseworkers
canmove to nearbyuntrustechostsandperformtheir task.
Whentheir route s finishedor the maximumstatushops
arereachedthey sendtheir resultbackto their supervisor
Thesupervisomemgestheincomingresultsandchecksthe
overall constraints Basedon this informationit cancreate
morenen workersfor unfulfilled resultsor moveto thenext
hostin its routingplan. Sincetheworkerscarryonly a sub-
task,manipulationof the subtaskdy malicioushostsdoes
not affect the overall resultasmuchasif oneagentcarries



all theinformation.

4 RelatedWork

The work on Gypsy startedin 1996, after a numberof
first-generatiomobileagentsystemdadbeenbuilt by dif-
ferentgroupsaroundthe world. The currentgeneratiorof
suchsystemgakesadvantageof the knowledgeandexperi-
encegainedn theseearlysystemsGypsy in particular has
beeninfluencedby Aglets, D’Agents (Agent Tcl), Mole,
andVoyager

Whenwe started Agletshadthe mostadvancedsecurity
solutions,both to protectthe agentthroughproxy objects,
andtheideaof managingargerregionsthrougha security
contet databaseTheseideashave influencedour security
model.

Theideaof the agenttransferprotocol (ATP) [14] from
Aglets [15], sendingagentsthrough email in D’Agents
(AgentTcl) [7], or socletconnectionsasin Mole [21], led
to ourdecisionto decouplehetransfertechnologyfrom the
seners.Thecommunicatorén our designrealizethisidea.

Due the succesof Java, mary differentlanguagehave
beenimplementedn Java, e.g. SchemeandPython.Based
on this we decidedto supportmultiple languageghrough
theselanguageimplementationswhich mostly can inter-
operatewith Java objects. Herewe differ from ARA [20]
which triesto supportmultiple programminganguage®n
top of oneproprietaryvirtual machineandsystencore.

Voyager[19] hadtheinterestingdeaof creatingavirtual
object,which is the contactpoint for the userto his agent
andthereforeresponsiblgor keepingtrack of, andnotify-
ing, the roamingagent. This and the idea of supporting
detacheadtcomputingasin D’Agents(AgentTcl) [13] ledto
the basicideaof our UserPlaceat the homesener. We go
furtherandextendthis userplaceto actasa usersurrogate
e.g. for e-commercdransactionsto track roamingagents,
andto collectintermediataesults.

Anothernovel featureof Gypsyis the simple,but pow-
erful designof supervisorand worker agents[5], where
(intelligent) stationaryagentscalled taskscan be plugged
in, transportecover the net, and executedbasedon given
constraints. This mechanisnmay be of usein the intelli-
gentagentarea. In this caseGypsyprovidesa stable,mo-
bile agentervironment,whereapplicationsanprovide the
tasksand easily gain mobility without having to dealwith
thelow-level mobility aspects.

The dynamicsubtaskcreationsupportedoy supervisor
worker patterncontributesto the securitymodelof Gypsy
In particular it allows us to easilyimplementsmall tasks
thatarenotworth tamperingwith.

5 Conclusion,statusand futur e work

We have describedhedesignof the Gypsymobileagent
system. A primary distinction of Gypsyis its component
orientationboth in the systemervironmentand in agent
construction.The basiccomponenbf the systemis a mo-
bile agentfrom whichboththesystemcomponentsinduser
agentsarebuilt. Componenbrientationallows usto adopt
asystematiadesignwhichis extensible andin whichideas
suchastransportprotocolsor communicatiormechanisms
from differentsystemsanbeimportedin theform of plug-
in components.

They Gypsycomponenmodelimposesa uniformarchi-
tecturefor all componentsFor example,ascanbe seenin
Figures3 and 4, agentsand seners have nearly identical
architectureasedon a fixed minimal structureand spe-
cializedextensionplug-ins.

Work on Gypsy startedin 1996 and most components
describedn this paperave beenimplementedandarerun-
ning. The ConstaintManager is currentlyjust aninterface
anda dummyimplementation Ourimmediatefuture plans
call for makingJavaBeanadaptergo variousexisting con-
straintmanagemergolutions sothatthe usercanplug-ina
favorite one. Currently the userinterfaceis not JavzaBean-
enabledsothatthe programmehasto codenew tasksinto
the programinsteadof the programdynamically reading
givenjar archivesandbuilding up the tasksasin the style
of the Java BeanBox.Gschwindet al. [8] describesucha
bean-orientedpproacho mobileagentconstruction.

Like the constrainthandlingpart, we will defineinter
facesfor agentcommunicationand make adapterdo ex-
isting solutionssuch as a reactve blackboard[2], tuple
spaceqd16], andthe Knowledge Query and Manipulation
LanguagdKQML) [4].

We will also focus on region basedsecurity solutions
including hierarchicalaccesscontrol lists, wherethe sys-
temadministratoicandefinelocal policiesfor hisregion or
subrgyion. This policy will be storedin a context master
databasasproposedn [12].

We expectthatthe component-orientatioof Gypsysup-
portstheseextensiongn a straightforvardway.
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