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ABSTRACT

Mobile and pervasive environments are characterized by a plethora of handheld computation and
communication enabled devices working as a smart assistant for users by collecting context from the
environment and adapting to dynamically changing situation in the environment. Their capabilities are
heavily affected by the quality of context information that has been considered unsatisfactory since the
start of research in context-aware systems. Early context-aware systems have also tried to collect extra
information that can make the applications aware of the quality of context information. Subsequently
term Quality of Context (QoC) is coined to indicate quality of context information. In this chapter, the
authors present an overview of research efforts undertaken to realize QoC parameters. They also present
a summary of works that have used QoC parameters to optimize the performance of different tasks in
context-aware systems. Finally, the chapter discusses future directions of QoC research efforts.
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1. INTRODUCTION

Context-awareness is a key requirement for ap-
plications in mobile and pervasive environments.
Several middleware solutions have supported the
design and development of these applications by
performing different tasks, such as, acquiring
data from sensors, extracting high level context
information, and providing context information to
mobile applications (Baldaufet al. (2007)). How-
ever, as observed, many conflicting situations can
arise during the execution of these tasks (Chantzara
et al. (2006), Ranganathan et al. (2004)). These
conflicting situations affect the quality of context
information that has been considered imperfect
since the start of the research in context-aware
systems (Dey et al. (2005)). Awareness about the
quality of context information can help the ap-
plications to use context information effectively.

Research efforts have been undertaken to de-
sign context models that consider the imperfection
of context information and strive to present and
associate it with context information. Few works
have also used metadata to indicate the charac-
teristics of context information and discussed the
advantages of presenting metadata with context
information (Honle et al. (2005)). Subsequently,
the term Quality of Context (QoC) has been coined
in (Buchholz et al. (2003)) and is defined as “any
information that describes the quality of informa-
tion that is used as context information”. Later
on, QoC has also been defined in (Krause et al.
(2005)) as “any inherent information that describes
context information and can be used to determine
the worth of information for a specific applica-
tion”. Important QoC parameters that have been
identified are up-to-dateness, trustworthiness,
resolution, precision, probability of correctness,
and completeness of context information (Buch-
holzetal. (2003), Gray et al. (2001), Krause et al.
(2005)). The characteristics of sensors, situation
of a specific measurement, values expressed by
context information object itself, and the granu-
larity of representation format have also been
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recognized as the significant sources to determine
QoC (Krause et al. (2005)).

In this article we discuss the state of art of
the research that has been undertaken to realize,
support, and apply QoC parameters to improve
the performance of context-aware systems and
to optimize the utilization of the scare resources
in mobile and pervasive environments. First we
discuss the concept of QoC and analyze QoC
parameters that have been presented in literature.
Then we examine the context models that have
been designed to present QoC along with con-
text information (Section 2). Later, we present
the analysis of the approaches, algorithms, and
mechanisms that have been used to evaluate vari-
ous QoC parameters (Section 3). Afterwards, we
discuss about how context-aware systems cantake
advantage of QoC parameters in performing the
tasks to acquire and provide context information
to context-aware mobile applications (Section 4).
Finally, we discuss future research directions to
realize and apply QoC in context-aware mobile
applications (Section 5) and conclude this study
(Section 6).

2. QOC AND CONTEXT MODELS

Context-aware systems aim to adapt their behav-
iourto the prevailing situation in the environment
by sensing and using context information (Buch-
holzetal. (2003)). But sensing context information
is a far more difficult task than explicit input to
a system (Gray et al. (2001)). Sensors generate a
volume of data that can also differ with each other
considering the frequency of updates, capability of
sensor to collect a specific type of context infor-
mation, accuracy of sensor that is used to collect
information, processing that has been done on that
information, and representation format (Chantzara
et al. (2006), Cook et al. (2007)). Continuously
emerging situation and dynamic nature of the
entities in mobile and pervasive environments
also imposes major limitations to the quality of



Quality of Context and Mobile Systems

context information. Even in early years of re-
search in context-aware systems (Schimidt et al.
(2000)), it has been recognized that there can be
errors in sensing context information in different
circumstances. Dey etal. when describing context
information model of Context Toolkit (Dey et al.
(2001)) also asserted that in contrast to general
assumption, context information is usually inaccu-
rate and ambiguous. Judd etal. stated in describing
Aura (Judd et al. (2003)) that context information
is dynamic and typically has uncertainty associ-
ated with it. Apart from above mentioned works
(Gray et al. (2001)), (Castro et al. (2000)), and
(Rangaanathan et al. (2004)) also recognized the
problems of imperfection of context information
as shown in Table 1. In these circumstances it is
necessary to collect some additional information
about the quality of context information and
present it along with context information. In the
remaining section, we will discuss the works that
aimed at presenting that additional information as
meta-data and later as QoC. A summary of these
works is shown in Table 1.

2.1 Imperfection of Context
Information

In (Gray etal. (2001)), they emphasize that sens-
ing context information from the environment
is a lot more complex task than explicit input
to a system. They proposed the term of “sensed
context” and defined it as “properties that char-
acterize a phenomenon are sensed and that are
potentially relevant to the tasks supported by an

application andy/or the means bywhich those tasks
are performed”. They also proposed a model for
sensed context information that aims at handling
those complex issues. Along with the information
about a particular sensed phenomenon, they also
suggested to collect meta-information about prop-
erties of sensed context. This meta-information
includes forms of representation, information
quality, sensory source, transformation, and ac-
tuation. They include properties like coverage,
resolution, accuracy, repeatability, frequency of
sample rate, and timeliness as information quality
attributes. They also discussed how the nature of
sensed context and meta-data can be used for ap-
plication design and development and presented
global view of their architecture for handling
context information.

In (Ebling et al. (2001)), they discussed dif-
ferent design issues faced by a context-aware
system. These issues include protecting privacy
of users, scalability and extensibility of systems,
and synchrony of operations. Apart from those
issues, they also discussed quality of context
information (Qol) as the extent to which context
information correspondsto real world. They iden-
tified source of context information as important
factor in evaluating quality of context informa-
tion. They discussed freshness and confidence as
important Qol metrics and stressed on the need
of work to address the issues related to Qol. In
(Castro et al.(2000)), they discussed about Qol
and presented it by having a measure of accuracy
and a measure of uncertainty in the most likely
value of query variable.

Table 1. Different stages in realization of imperfection of context information as QoC

Different stages in realization of imperfection of
context information

Works that realized imperfection of
context information

Considered imperfection of context information

Schimidt et al. (2000), Castro et al. (2000), Gray et al. (2001), Dey et al.
(2001), Rangaanathan et al, (2004)

Modelled imperfection of context information as meta-
data

Lei et al, (2002), Henricksen et al. (2004), Honle et al. (2005).

Modelled imperfection of context information as QoC

Buchholz et al. (2003)), Krause et al. (2005), Razzaque et al. (2005).
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In (Dey et al. (2001)), they discussed the is-
sues related to the acquisition and representation
of context information and privacy of context
information. They asserted that in contrast to
general assumption, contextinformationis usually
inaccurate and ambiguous. They suggested that
there are three approaches to deal with issue: (i)
pass ambiguity on to applications (ii) attempt to
disambiguate data automatically (iii) attempt to
disambiguate data manually. They also suggested
that an application should mention its accuracy
requirements to contextacquisitionand provision-
ing framework and context should be provided to
those applications according totheirrequirements.
They suggested fusing data from multiple sources
to improve the accuracy of data. But they only
mentioned accuracy of sensor data as quality of
context metric.

These early works clearly recognized the prob-
lem of imperfection of context information but
mostly they concentrated to resolve this problem
by doing probabilistic reasoning performed by
the applications using context information. This
undue burden on the context-aware applications
affected their capability to concentrate on their
main task to adapt to emerging situations in per-
vasive environments. These works also suggested
some parameters to represent the quality of context
information. Later works have recognized more
parameters that can be used to indicate quality of
context information and used those parameters as
meta-data with context information. In the next
section we will discuss about those works.

2.2 Imperfection Presented
as Metadata

In (Lei et al. (2002)), they presented the design of
amiddleware infrastructure for context collection
and dissemination realized as a context service.
They emphasized that privacy, quality of infor-
mation, and extensibility is very critical issues in
any contextacquisition and dissemination system.
They extend the idea of Qol presented in (Castro
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et al. (2000)) and emphasized those sources of
context data should be allowed to express the
inaccuracy and uncertainty of data. They recom-
mended using timestamp indicating the freshness
of context data and confidence asserted by the
data source as Qol metrics.

In (Henricksen et al. (2002)), they presented a
scenario to emphasize the importance of context
information in particular situations. Their work
discussed different characteristics of context infor-
mation and emphasized that context information
can be static and dynamic. They characterized the
context information as imperfect and stated that
“Information may be incorrect if it fails to reflect
the true state of the world it models, inconsistent if it
contains contradictory information, or incomplete
if some aspects of context are un-known”. Finally
they also tried to associate the quality measures
of freshness, accuracy, and certainty of context
information in a context model. In (Henricksen et
al. (2004)), they stressed the fact that contrary to
general assumption about the quality of context
information being perfect; contextinformation can
be unknown, ambiguous, imprecise, and errone-
ous. They claim that imperfect context informa-
tion presents a significant obstacle to the success
of context-aware applications that is commonly
overlooked. They stressed that conflict in context
information should be resolved early using conflict
resolution techniques. They also categorized the
context information as sensed, static, profiled,
and derived and discussed sources that are used
to obtain context information, quality issues, and
sources of inaccuracy that are associated with
them. Finally, this work also presented a model
for context information.

In (Hoénle et al. (2004)), they presented a
context model integrated with meta-data. They
emphasized that meta-data, giving additional
information about data, improve the operational
value of data and can be used for resource finding,
enhanced data selection, trust and data quality
issues, and sensor fusion. They categorized meta-
dataas system generated, technically measurable,
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technical restrictions, authorship, and cost and
asserted that this data can be used to derive quality
metrics associated with data such as reliability,
precision, consistency, age, and access control.
Above mentioned works indicated the factors that
affect the quality of context information. These
factors include type of context information that
can be sensed, static, profiled, or derived, char-
acteristics of source of context information, and
the features of environment where context infor-
mation is gathered. Many parameters indicating
the quality of context information also be defined
and modelled with context information. Still there
was a lack of formal grouping and definition of
those metrics. In the next section we discuss the
works that recognized the concept of QoC and
indicated parameters to present QoC.

2.3 Imperfection Presented as QoC

Since the term QoC was first defined in (Buchholz
etal. (2003)), various context models have strived
to present QoC along with context information.
Different parameters have also been considered to
present QoC information. In this section we will
discuss about those context models that realize
and support the concept of QoC. We will also
discuss about the QoC parameters that have been
proposed in those context models and why those
parameters are important to characterize QoC
information in context-aware mobile application.
In (Buchholz et al. (2003)), they defined
Quality of Context as “Quality of Context (QoC)
is any information that describes the quality of
information that is used as context information.
Thus, QoCrefers to information and neither to the
process nor the hardware component that possibly
provide the information”. They presented preci-
sion, probability of correctness, trustworthiness,
resolution, and up-to-dateness as important QoC
parameters. They also compared QoC with Qual-
ity of Service (QoS) that gives the information
about the performance of a service and Quality
of Device (QoD) that tells us about technical

properties and capabilities of a device. They em-
phasized that although these three quality metrics
are different from each other, even then they can
influence each other. This work also presented
scenarios on how context providers can cooperate
with Context-Aware Service (CAS) providers by
sensing the context from the environment, refining
context information by doing reasoning on it, and
finally providing it to CAS provider who used
this context information to adopt the behaviour
of context-aware services. Their work has also
discussed scenarios that illustrate where and why
we need QoC. Finally, they compared their work
with early works that has also considered quality
of context information in context-aware systems.

In (Krause et al. (2005)), they presented the
necessity of QoC parameters, analyzed a general
context provisioning process, and derived require-
ments for QoC. They also gave a new definition
of QoC as “QoC is any inherent information that
describes context information and can be used
to determine the worth of the information for a
specific application. This includes information
about the provisioning process the information
has undergone (history, age), but not estima-
tions about future provisioning steps it might run
through. ” They identified the sources of QoC pa-
rameters as the characteristics of sensor, situation
of specific measurement, value expressed by the
context information object itself, and granularity
of representation format.

In (Razzaque et al. (2005)), they analyzed
different existing approaches to model context
information. These approaches include set theory,
directed graph, first-order logic, and preferences.
Later they discussed the dependency relationship
which is a special type of relationship that exists
between context entities and attributes. They
also stressed that Quality of Context Informa-
tion (QoClI) should also be modelled as part of
context information models and user of context
information or applications will also be provided
with this quality of context information.
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Although there are many efforts that tried to
model QoC with context information, they lack
common terminology for QoC parameters. Dif-
ferent QoC parameters have been used to show
same concepts. For example, time resolution of
context information has been recognized as up-
to-dateness (Buchholz et al. (2003)), timeliness
(Gray et al. (2001)), staleness (Henricksen et al.
(2004)), refresh rate (Huebscher et al. (2004)),
and age (Hénle et al. (2005)). All other QoC pa-
rameters also have multiple terms presenting the
same concept. Table 2 shows the summary of QoC
concepts and different form of representations that
have been used for those concepts. There is aneed
of standard name for each concept. These works
also did not provide the QoC parameters in a form
that can show the worth of context information for
an application and to allow those parameters to
be used by an application. They did not make any
distinction between the QoC indicators which can
be used to calculate high level QoC parameters
for application usage.

Quality of Context and Mobile Systems

3. EVALUATION OF QOC
PARAMETERS

Though QoC parameters have been indicated and
context information models have been designed
to accommodate these parameters with context
information, few works have tried to evaluate
these parameters. In this section we will discuss
about the works that have tried to evaluate the
QoC parameters according to the needs of appli-
cations using context information. We will also
discuss about how existing frameworks provide
QoC information to context-aware applications.

In(Kimetal. (2006)), they proposed accuracy,
completeness, representational consistency, access
security and up-to-dateness as QoC parameters
and presented statistical method to calculate ac-
curacy of sensor data. However, their method to
measure accuracy is more appropriate in those
cases where sensors get continuous data around
some average value, e.g., data from temperature
sensors. They also measured the completeness of

Table 2. Different representations used for QoC parameters

Quality Metric Suggested Description Suggested by
Concept
temporal Timeliness range of measure in time Gray et al. (2001)
up-to-dateness age of context information Buchhoiz et al. (2003))
Staleness out of time for use Henricksen et al. (2004)
refresh rate how often to receive a new measurement Huebscher et al. (2004)
Age how old is data Honle et al (2004)
Frequency sampling rate Gray et al. (2001)
correctness Accuracy information is measured correctly Gray et al. (2001)
probability of correct- | probability that information is correct Buchholz et al. (2003)
ness
observation Resolution Smallest perceivable element Gray et al. (2001)
level Precision exactness of measurement Buchholz et al, (2003)
information Coverage amount of sensed context Gray et al. (2001)
amount completeness all aspects of context are known Kim et al. (2006)
trust on sensor | Reliability degree of confidence on sensor Gray et al. (2001)
trustworthiness how likely is that sensor provided correct informa- | Buchholz et al. (2003)
tion
Authorship information about sensor Honle et al. (2004)
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a context object as the ratio of available attributes
to the total number of attributes for a specific
context object.

In (Sheikh et al. (2008)), they presented five
QoC parameters as precision, freshness, spatial
resolution, temporal resolution, and probability
of correctness and tried to quantify these param-
eters. They considered different options that can
beused to interpret and represent QoC parameters
for different type of context information. For
example, they discussed that boolean, numeric,
complex types with an incremental structure, and
unordered complex types can be used to present
precision of different type of context information.
They also discussed the options that can be used
for other types. In (Tang et al. (2007)), they pre-
sented a contextquality model based on OWL-DL
and used a function that is based on a specific
application to evaluate QoC value of certain
context. They also illustrated with different sce-
narios that how the value of QoC parameters can
be changed with the change in current situation
and application.

In (Toivonen et al. (2006)), they used quality
attributes to calculate trust in range [0..1]. They
used different formulas for evaluation of trust
in different situations. Their system evaluates
trust in two steps. The first step is the traditional
calculation of trust using quality attributes, e.g.,
using recommendations. The second step adjusts
the trust value calculated in first step by using
the context attributes. Adjustment function uses
a context based predicate and weights. In their
work, if context predicate condition is true then

Table 3. Works that evaluated QoC parameters

the weight for this context attribute is increased
otherwise it is decreased. Different weights can
be assigned by the user to increase or decrease
the context attribute values in different condi-
tions. For example, if a user wants to select a web
application which requires less memory then he
can assign increasing and decreasing values for
relative memory requirement.

To calculate trust Neisse et al. in (Neisse et al.
(2007)) used Subjective Logic which expresses
trust with a triple belief, disbelief and uncertainty.
The results of these functions are mapped on a set
{VT, T, U, VU} that describes very trustworthy,
trustworthy, untrustworthy and very untrustworthy
as follows. Ifthe beliefis higherthan disbelief, the
resultis trustworthy, ifit has uncertainty not lower
than 1/3 and very trustworthy otherwise. But if
beliefis not higher than disbelief, it is considered
untrustworthy if it has uncertainty not lower than
1/3 and very trustworthy otherwise. The used a
recommendations manager to establish indirect
trust with new entities about which user is not
already aware. This trust is based on information
received from other entities.

In (Manzoor et al. (2008)), they related QoCto
the worth of context information for an applica-
tion. They classified QoC into QoC sources and
QoC parameters. QoC sources are the information
aboutthe sources that collect context information,
the environment where that context information is
collected, and the entities about which the context
information is collected. QoC parameters, such
as, up-to-dateness, trustworthiness, completeness,

QoC Parameters

Evaluated in works

Up-to-dateness

Manzoor et al. (2008), Schmidt et al. (2006)

Trustworthiness

Toivonen et al, (2006), Neisse et al. (2007), Manzoor et al. (2008)

Completeness

Kim et al. (2006), Manzoor et al. (2008).

Significance Manzoor et al, (2008)

Accuracy Kim et al. (2006).
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and significance of context information is evalu-
ated using QoC sources.

The research works presented above have
evaluated very few QoC parameters as shown by
the Table 2. Different data representations have
also been used to quantify the QoC parameters.
(Sheikh et al. (2008)) have shown different op-
tions that can be used to quantify QoC parameters
and used the numbers in range [0..3] to use QoC
parameters in a scenario to enforce privacy.
(Manzoor et al. (2008)) had evaluated the QoC
parameters as a real number having value in rang
[0..1]. There is aneed to standardize the format to
representation QoC parameter quantities and de-
signaframework that can provide QoC parameters
along with context information to context-aware
applications. In next section we discuss about the
works that have used QoC parameters to perform
different tasks in context-aware systems.

4. CONTEXT MANAGEMENTS
SYSTEMS USING QOC

QoC parameters not only indicate about the up-
to-dateness, completeness, precision, and sig-
nificance of context information but also provide
the information about the trustworthiness of the
source of context information. Context informa-
tion management systems can take advantage of
QoC parameters in performing the tasks, such
as, source selection in acquiring context from
sensors, reasoning on raw context data to extract
high level context information, aggregating high
level context information, context query routing,
and privacy enforcement while sharing context
information. In this section we discuss how dif-
ferent systems have used QoC parameters to en-
hance their efficiency while providing the context
information to high level applications and other
peers in mobile and pervasive environment.

An approach is presented in (Chantzara et
al. (2006)) that used quality of information for
evaluating and selecting the information to be used

700

Quality of Context and Mobile Systems

as context information. They calculated a utility
function based on QoC attributes. But in their
work QoC attributes are completely provided by
the context sources that can bias the decision for
source selection. (Huebscher et al. (2004)) used
QoC parameters in their adaptive middleware for
context-aware applications in smart homes. They
have also used QoC parameters to perform dif-
ferent tasks in their middleware such as context
provider selection. But their work is based on
the assumption that context providers are able
to estimate QoC parameters and provide them to
their middleware. In (Bu et al. (2006)), they have
considered the QoC parameters such as delay
time, context correctness probability, context
consistency probability and correlation among
those parameters. They also calculated another
metric relative frequency and used it to resolve
inconsistency among various context objects.

(Sheikh et al. (2008)) quantified the QoC
parameters, such as, precision, spatial resolution,
temporal resolution, freshness, and probability of
correctness to have the value in range [0..3] and
used those parameters to enforce their privacy
policy in a health information system. Owner
of context information can specify the quality
of context information that can be accessed by
caregivers. For example, only the information
about the city of a patient is shared in normal
situations while in emergencies complete location
information including city, street, postcode, and
house number are shared. (Breza et al. (2007))
alsoused QoC for source selection and providing
autonomic behaviour in wireless sensor networks.
Arequestor makes QoC requests and different sen-
sors send their QoC information to the requestor.
These values are evaluated at the requestor node to
select a sensor that fulfils QoC requirements. As
soon as an acceptable sensor has been found, the
requestor sends a message to other sensors to stop
sending QoC values. As QoC parameters change
over time, they also suggested an autonomously
managed system for QoC parameters.
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Pawar et al. (2007) also proposes a context
distribution framework in which context sources
are selected on the basis of QoC parameters.
When a new context source is registered in the
service directory, the registration information also
includes the information about the capabilities of
context source. Information about the capabilities
of context sources is defined by the information
about source, information about the entity about
which context is collected, context type, and
QoC parameters about context information. This
capability information is used to make selection
among different sources of context information.
In (Toninelli et al. (2009)), they have taken QoC
parameters into account to make access control
decisions. In (Manzoor et al. (2008)) have used
QoC parameters to define the policies to resolve
the conflicts in context information. They have
defined the conflict resolving policies on the
bases of QoC parameters such as up-to-dateness,
trustworthiness, completeness, and significance.
These policies can be used individually or in
combination with each other depending upon the
context ofuse of information and the requirements
of a specific application.

In the above-mentioned works QoC is mostly
used toresolve context conflicts and enforce priva-
cy of contextinformation. Conflicts are resolved in
the favour of context object having greater values
of QoC parameters. In some critical situations, in
spite of the best context object, applications can
also request for the context objects having the
values of QoC parameters more than a threshold
value. These context objects may have the con-
flicting information. In this case applications may

Table 4. Works that have used QoC parameters

need to reason on the basis of QoC parameters. A
question arises that how applications can use the
QoC parameters to resolve the conflict in such
situations. There can also be the situations where
more sophisticated reasoning is required to make
decisions on the basis of these parameters. These
reasoning can be done on the basis of probability
theories such as fuzzy logic(Zadeh (1968)), Bayes-
ian (Braun (2000)) and Dempster-Shafer(Shafer
(1965), Dempster(1976)) theories or on the basis
of neural networks (Parsons (2003)). Question
arises such as how can we use these parameters
with those theories. Apart from tasks mentioned
in Table 4, QoC parameters can also be used to
improve the performance of many other tasks at
different layers of'a context management system.
Future works need to exploit QoC parameters to
their full potential.

5. FUTURE DIRECTIONS

Collecting context from environment is just a
step to become context-aware. Adaptability and
robustness of context-aware systems is very much
dependent on the quality of context information.
Currently context-aware systems have not been
putting enough effort to realize, evaluate and use
QoC information to improve their performance.
In this section we will discuss the future direc-
tion that can be set for research in QoC. Apart
from many works to model QoC parameters with
context information, there is still lack of standard
terminology to represent those QoC parameters.
Different metrics have been proposed to repre-

Functionality performed

Used in works

Context Selection

Huebscher et al. (2004), Chantzara et al. (2006), Pawar et al. (2007), (Breza et al. (2007))

Inconsistency Resolution

(Bu et al. (2006)), Manzoor et al (2009)

Privacy Enforcement

Neisse et al. (2007), Skeikh et al. (2008)

Context Aggregation

Manzoor et al. (2009)
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sent similar quality concepts as we have shown
in Table 2. Future steps to make use of QoC to
its full potential will include having a standard
terminology to represent the concepts that in-
dicate the quality of context information. This
standardization of terminology will prevent the
researchers to repeatedly put efforts in defining
the same concepts with different representations.
Most works that have tried to model QoC sug-
gested QoC parameters by considering only a few
types of context information. Significance ofthose
parameters also changes with different type of
contextinformation. For example, up-to-dateness
of information may not be very useful in case of
profile information of person that participate in a
collaborative task in pervasive environments. We
need to distinguish these generic QoC parameters
with the level of their significance for a specific
application and domain.

Classifications of context information such as
sensed, profiled, and derived can also be useful.
QoC parameters for each type of context informa-
tion can be selected on the basis of class to which
that type of context information belongs. There is
also a need to devise a mechanism in which user
of the context information can decide about the
useful QoC parameters according to the context
ofuse of information and request to provide those
parameters. These QoC parameters are not equally
useful in different domains and applications. QoC
parameters considering different domains and
groups of applications should also be defined.

There has also not been much work to evaluate
QoC parameters. As a first step in this regard, we
need to clearly define the sources that affect those
QoC parameters and distinguish those sources
on the bases whether they change dynamically
or they can be statically profiled. We also need
to look how the sources that affect QoC param-
eters can be collected from the environment and
used to evaluate QoC parameters. We also need
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to decrease the role of user in the evaluation of
QoC parameters and devise an autonomic system
for the management of QoC parameters. We can
enhance the QoC parameters values by combin-
ing two different context objects having same
information. So far QoC parameters are mostly
used in resolving conflicts in context informa-
tion, privacy enforcement, and context source
selection. QoC parameters can further be used to
perform the functions of context query routing,
context dissemination model, context fusion, and
decision making to improve the performance of
context-aware systems.

6. CONCLUSION

In this article we have presented the state of the
art of the research to support and realize QoC in
mobile and pervasive environments. We have
discussed how QoC can be useful in the design of
a context-aware system to improve its efficiency
and optimally use the scare resources in mobile
and pervasive environments. We have observed
that although a lot of QoC parameters have been
discussed, there is a lack of standard terminology
for QoC parameters and different representations
have been used for similar concepts. There have
been a few works that have tried to evaluate and
utilize these parameters. There is a need of system
that evaluates the selected QoC parameters and
employs those parameters to perform various tasks
in context management systems. Future research
in QoC should minimize the role of user profiled
static information to evaluate QoC parameters.
Research efforts are also needed to utilize QoC
parameters not only in the middleware tasks but
also in context-aware mobile applications that
can use these parameters for reasoning on context
information to make decisions.
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KEY TERMS AND DEFINITIONS

Context Consumer: Any entity, such as a
context-aware application, that uses the context
information to adapt its functionality are called
context consumers.

Context Provider: Any entity, such as sen-
sors, that collect or drive context information and
provide itto other entities, such as a context-aware
application is called context-provider.

Context: The information about any entity,
such as a person, that is relevant to perform the
functionality of an application is called context.

Context-Awareness: The ability to adapt
the functionality of an application according the
context of a specific entity or prevailing situation
is called context-awareness.

Pervasive Systems: The systems that facilitate
the human users by pervasively providing the
computing power, information, and otherservices
specifically tailored to their needs, such as easy
living environments for physically and cognitively
impaired persons, remotely providing health care
services to chronic patients, and adaptive disaster
response systems, are pervasive systems.

QoC Parameters: The metrics that are used
to indicate the quality of context information are
called QoC parameters.

Quality of Context (QoC): The information
about the quality of context is called Quality of
Context.
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