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Abstract

Mobile agents, programs that move within a system per-
forming a set of tasks, are an active field of research. The
focus of current research, however, is on the devel opment of
execution platforms and applications for mobile agents and
not on methodologies for building agents. Creating mobile
agents can be tedious and susceptible to errors. We pro-
pose a framework where theagent is composed using a well-
defined set of categories of software components. Building
systems from software components has already proven use-
ful in the context of large software systems, increasing the
productivity of the development process and the reliability
of the resulting system by reusing proven components. e
claim that the same holds true for the construction of mo-
bile agents for network and systems management as well
as for other domains. We have designed and implemented
an agent construction toolkit (the AgentBean Devel opment
Kit—ADK) to demonstrate the usability and flexibility of
this approach.
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agement is to use mobile code and mobile agents with a
distributed infrastructure [4]. There is a class of tasks where
mobile agents are advantageous over other approaches such
as the client/server paradigm: management actions to be
performed are relatively simple, the itinerary of an agent

is well defined (explicitly or algorithmically) and the global
operation and side-effects of the algorithm are well under-
stood. One such example is a task fiamitoring the sys-

tem, where an agent observes a set of components and reacts
locally to certain behavioral patterns. An agent may moni-
tor the network traffic load on a router and switch to a higher
bandwidth (and more expensive) connection when there is
congestion. Another example is a task ¢oHection of dis-
tributed data as in topology discovery, where the span of
the operation and therefore the itinerary of the agent is de-
termined based on the collected information. A discussion
of the suitability of mobile agents in network management
can be found in [2].

Current work on mobile agents focuses on the creation
of an infrastructure, that among other tasks, provides func-
tions and services that can be used by agents and a secure
environment for both the mobile agents and their local ex-
ecution environment [9, 10, 11, 13]. However, the task of
constructing an agent as a software application has received

commerce depend on the effective management of the in-simple, can be a tedious and error-prone task. To make the
frastructure consisting of networks, servers and end-devicesMobile agent design process easy and accessible, we pro-
that support these services. The geographic reach of theg?0se a framework where the agent is composed of a set
components providing the service and the scale of the ele-Of categories of componentsavigational components that
ments of the infrastructure ranging from servers to cellular @ré responsible for the agent's travel itinergogtformers
phones call for models that differ from the widespread cen- that are responsible for executing one or more management
tralized management paradigm. One model is distributed tasks on each node, ameporters that determine how the
management where management tasks are spread across th@sults are collected and reported back.
managed infrastructure and are carried out at or near man- In Section 2 we explain our categorization of software
aged resources. The goal is to minimize the network traffic components for mobile agents, their interaction and a sim-
that relates to management and to speed up managemergle construction model for mobile agents. Section 3 out-
tasks by distributing operations across resources. lines the overall architecture of our system. We present the
Our approach to distributed network and systems man- infrastructure to execute agents constructed with the Agent-



Bean Development Kit and the architecture of the ADK it-
self. Section 4 details our implementation and Section 5
shows the usability of our toolkit based on a real world
example: a mobile agent that discovers the network topol-
ogy. Section 6 compares our approach with related work

and Section 7 discusses issues we plan to attack in futurd”erformer The components of the performer category

versions of the ADK. Finally, we present our conclusions in carry out the management tasks that should be exe-
Section 8. cuted at the host of the currently visited place. An

agent may contain one or more components linked to-
gether to perform a task.

agent. The itinerary may be static, i.e., alist of nodes to
visit determined at the time the agent was designed or
instantiated, or dynamically based on the agent’s pre-
vious computations and the current environment.

2. Agent Model

Reporter The components of this category manage the de-
livery of the agent’s results to the designated destina-
tions. A reporter component may for instance send a
message to some display tool or aggregate the results
and deliver them upon its return to the agent authority.

Before we describe our agent model we provide an
overview of our terminology. Based on this model, we will
then explain how we envisage the construction process of a
mobile agent for network and systems management.

Note that these categories can also be applied to the de-
sign of mobile agents for handling tasks in other disciplines
and are not restricted to network and systems management.

The concept of components allows a modular definition,
facilitates creation of agents and encourages further reuse.
Instead of creating an agent from scratch, the creator of an
agent can glue the required components together. This is
compliant with the fact that the creator frequently wants to

An agent system is a platfprm that can create, interpret, focus on the business logic of the agent and not to bother
execute, transfer and terminate a mobile agent. An agentWith the technical details of the agent creation

system is associated with an authority for whom the agent
system acts.

2.1. Basic Agent Definitions

Throughout this paper we will adopt the definitions of
the OMG’s Mobile Agent System Interoperability Frame-
work (MASIF) [12]. An agent is defined as a computer
program that acts autonomously on behalf of a person or an
organization.

A placeis a context within the agent system that provides Performer R .
a uniform environment in which an agent can execute. Itis | getvalue 1.3.6.1.2.1.1.1 eporter
associated with a particular agent system. A place provides | (Sysbesc) in store all results in a
SNMP MIB-II table

the means for managing mobile agents, enforcing security
policies and accessing local resources.

Mabile agents are agents that move from place to place
to perform given tasks. Usually, the itinerary of the mo-
bile agent is determined by the mobile agent itself. Since

* SNMPData/collectEvent
DidMove/pollData

Navigator

visit nodes

this paper focuses on mobile agents we will refemtdile
agents simply asagents.
In our model we only consideveak mobility [5], which

matterhorn.ibm.com
weisshorn.ibm.com
taeschhorn.ibm.com

defines the ability to transfer code and initialization data,
but not the execution state. The agent, however, may explic-

. . . . e ‘ Figure 1. Example illustrating the three com-
itly decide to store its execution state within its attributes.

ponent categories

2.2. Component-based Agent Model

The approach we have taken is to define a component The interaction between components is based on an
model that helps to simplify the design of mobile agents. event/action-based communication. An event generated by
For many network and systems management tasks, we caPN€ component may trigger an action by another compo-
identify categories of components and patterns for intercon- nent.  Figure 1 shows an example of the model, a sim-
necting them in order to perform the task. We propose three ple mobile agent for collecting configuration information.

categories of interrelated components as follows: The navigator component provides a list of nodes to be
visited sequentially. Upon arrival on a place the naviga-

Navigator The components in this category are responsi- tor generates &i dMbve event which triggers the per-
ble for determining and managing the itinerary of the former’s polling action. The performer reads the value of



the system description from a local Management Informa- component to allow for flexible reuse. For the modeling of
tion Base (MIB) [17] and generates &NVPDat a event the components we have decided to use Java Beans.

that is recorded by the reporter. After the events have been In[7], a Java Bean is defined as a reusable software com-
processed by all the components, the navigator continuesponent that can be visually manipulated in a builder tool (a

with its itinerary. so calledBeanBox). A screenshot of the BeanBox contained
in the ADK that allows the construction of mobile agents is
2.3. Construction Process shown in Figure 3. The most important features of Java

Beans are the exposed set of properties, the set of methods
Based on our component model we envisage a construc-they provide and the support for a set of events. Properties
tion process as outlined in Figure 2. A visual design tool and events are either exposed implicitly by naming conven-
allows the selection of components from a list. The agent tions and reflection or by BeanInfo class that provides this
creator uses these components to compose the agent ankind of meta-information.
specifies their interaction. Finally, the tool generates the

source code for the agent. Properties are named attributes associated with a Java

Our visual design tool is based on Sun’s BeanBox [18] Bean that can be read and written using the appropri-
model, but adds support for the construction of mobile ate methods. When using a Java Bean in a builder tool,
agents. One major advantage to this approach is that users  properties can be edited and changed visually. In Fig-
who have previously used one of the many BeanBox im- ure 3, the properties of thENMPRequester bean are
plementations will be immediately familiar with the ADK. shown on the right hand side.

Creating an agent thus becomes straightforward and hap-
pens on a business logic level. A system administrator who Methods are like any other Java methods which can be
wants to create an agent does not have to be concerned about ~ ¢alled from other components.
writing the code himself. Once he knows how to deal with
the ADK he is able to build agents visually and only needs
to focus on the management task of the agent.

Visual composition might be difficult if a large number
of components needs to be modeled. However, we do not

believe that this problem has a major impact on our ap- . :
P J P P The advantage of the Java Beans architecture is that all

proach. Management agents are preferably small in size i ) )
for reasons of performance and maintenance, which makesthe configuration classes such as property editors and Bean-

agents with many components unlikely. Visual composi- Iﬂfo clr(;\jss;as V\;:” only Ib_e used at ges%n time, but no(tj af;ehr_
tion is usually targeted at component-based software sys—t e code for the resulting agent as been generated. IS
tems with a small or medium number of components [19]. makes the agent nearly as small as if it had been coded man-

Tools such as wizards and catalogs can be used to simplifyua"y'
the location and selection of components during the design. 1 "€ Java Beans model perfectly matches our concept of
As a fall back strategy, however, the components are generaf® component-based agent and the interactions between the

enough to support agent development using the component$mMPonents. We therefore implement each component as a
on a source code level. Java Bean, and base the communication on the Java Bean

model. This approach has three key advantages:

e The widespread familiarity with the Java Beans con-
cepts and tools means that it is likely that the Agent-
Bean Development Kit will be accepted readily by
users.

e A user who wants to create an agent need not be con-
cerned about writing code himself. Once he knows
how to deal with the ADK he is able to build agents vi-
sually and only needs to focus on the task of the agent.

Events provide a way for a component (the event source)
to notify other components (the event listeners) that an
event has happened. Whenever the event happens a
method of the event listener will be called.

3. Architecture

Our system consists of two modules. One module pro-
vides the agent construction toolkit (the AgentBean Devel-
opment Kit) and the other module is a plug-in abstraction
layer for existing mobile agent platforms to allow the exe-
cution of mobile agents created with the ADK.

3.1. AgentBean Development Kit e JavaBeans is the preferred component model for the
Java programming languade.Our approach allows
In Section 2 we have categorized the tasks that will be reuse of components even for mobile agents without

executed by most mobile agents dedicated to network and ~ Naving to rewrite those components. In addition, new
systems management. F_Of our SyStem we qedded that each 1 jist of components available as Java Beans can be found at
of these tasks should be implemented in a different software http://java.sun.com/beans/marketing.html
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Figure 3. The AgentBean Development Kit with a) the available Java Beans, b) the composition area,
and c) the SNMPRequester’s property sheet



components can be added to ADK without modifica-
tions to the platform.

3.2. Abstraction Layer

In order to provide support for our agent model we have
defined an architecture as depicted in Figure 4. A place
that supports the execution of agents constructed with the
ADK consists of three layers. Each layer provides a differ-
ent kind of service and manages different types of classes.
The lower two layers consist of the Java Virtua Machine
and an existing agent system (i.e., Aglets [10], Distributed
Management Framework - DMF [4], Voyager [13]). On top
of these layers we have built an abstraction layer which iso-
lates the diversity of the underlying agent system’s trans-
portation mechanisms.

with classes Agent

arrives with classes
\

ALY
’Abstraction Layer}%
l
L@

CLASSPATH f j

CL=Classloader

leaves

Agent System

l
JavavM

Place

Figure 4. The layers of a place providing sup-
port for agents built with the ADK

The Java Virtual Machine provides the same abstract ex-
ecution environment on every operating system and is re-
sponsiblefor loading system classes such as the Java system
classes and those used by the agent system. Usually, these
classes are located viathe CLASSPATH.

The agent system is responsible for protecting the host
from malicious agents and for providing interfaces to local
services. Classes loaded by the agent system are usually
loaded using somesort of aURLCl assLoader . Theagent
system is responsible for loading the abstraction layer and
the well known components that are used to construct the
agent.

The abstraction layer provides a consistent view of the
underlying system to allow agents to migrate between
places running different agent systems and provides the
means to protect mobile agents from each other. Basically,
the abstraction layer maps service requestsinto correspond-
ing requests to the underlying agent system.

The abstraction layer is not responsible for providing a

common interfaceto all services provided by the agent sys-
tem, but only to those that will be used in migration of the
agent. For instance, the DMF provides a broad range of ser-
vices for management tasks, such as a distributed directory.
Theinterfacesto these services will likely be different from
those on other agent system platforms. Beans relying on
such services either need to implement their own abstrac-
tion mechanism or can only be used in combination with
that specific agent system. Automating such adaptation is
till an open research issue and will be attacked in future
versions of the ADK.

Another purpose of the abstraction layer isthe migration
of agentsthrough firewalls. To alow an agent to crossafire-
wall the abstraction layer needs to be installed on a router
that is already running the DMF platform. Then the agent
can cross this firewall because al the classes necessary to
move the agent are passed on with the agent and are not be-
ing retrieved from a fixed codebase as it is the case in core
Voyager [15] or in Gypsy mobile agent platform [11]. The
ability to cross firewalls is of special importance for agents
that perform network and systems management tasks.

Finally, the abstraction layer protects an agent from other
malicious agents. This feature has been included because
we identified weaknesses in several agent systems allowing
an agent to tamper with another agent by providing a class
with the same name as used by the other agent but with
adifferent implementation. For instance, ObjectSpace Voy-
ager uses astatic list of resourceloaders[14]. Our approach
to solve this problemis explained in Section 4.

Currently the abstraction layer is available for the DMF
as well as for ObjectSpace’s Voyager platform. In the near
future, we also plan to port it to the Aglets Workbench [8]
and to the Gypsy.

4. Implementation

The ADK is an extension of Sun's BeanBox implemen-
tation found in the Bean Development Kit (BDK) [18]. As
the BeanBox provided by the BDK only alows the con-
struction of applets, we adapted the BDK to generate mo-
bile agents. Since we are reusing the principles provided by
Java Beans, little work had to be done for that adaptation.
We added a code generation module that works in a way
similar to the applet generator, but sets up the components
and their adaptors for an agent. Using other BeanBox im-
plementations should be possibleif they provide a meansto
specify custom initialization code.

When the user has finished the construction of the agent,
the ADK generates source code to build the agent as spec-
ified by the user. The construction occurs in two phases.
First, the beans are instantiated and their properties are
configured according to the user’s specification. Second,
the communication channels between the beans are set-up.



Sender public class Adapter
implements FooListener {
TargetBean t;
public void setTarget(
TargetBean t) {

this.t=t;

= public void eventHandler(

BarEvent e) {
D

t.callback(e);
}

}

Figure 5. A sample adapter as provided by a
typical BeanBox implementation

Since a bean z receiving events of type foo will not always
implement the corresponding foo-listener interface, special
adapters have to be set up and configured. The adapter class
implements the corresponding listener interface and stores
areference to the target bean. Whenever the event occurs,
the event handler for the adapter class will be called, which
in turn calls the method on the target bean as specified by
the user in the BeanBox. A sample adapter is shownin Fig-
ure5.

The code generated by the ADK consists of the agent’s
event adapter classes and an agent construction class that
instantiates the beans used by the agent, sets the proper-
ties, and configures the event adapters. The agent is then
started by calling the st ar t method of the agent’s naviga
tor component. When the agent is moved to itsfirst hogt, it
is serialized starting from the agent’s navigator component
class and thus discards all the classes used for the agent’s
construction.

The abstraction layer is responsible for transmitting the
agent between different mobile agent systems (e.g., be-
tween an Aglet and a Voyager server). For implementing
that functionality it provides its own nmove method. The
arguments of the move method are the agent’s destination
and the callback method to be called to revive the agent at
the target system. The nove method then checks which
classes need to be transferred and stores them aong with
the callback method and the serialized version of the agent
inthe Agent Descr i pt or class.

The Agent Descri pt or classistransferred to thetar-
get place using the target system’s transfer semantics. In
case of Voyager, we implemented our own remoteinterface.
When the target place receives the agent, it is passed on to
its abstraction layer. The abstraction layer creates its own
classloader for loading the classes specified in the Agent -
Descri pt or instance, deseriaizes the agent using this
class loader and calls the agent’s callback method for re-
vivingit.

Depending on the configuration of the agent of the agent
either all the classes are piggy-backed onto the agent or just
the adaptor classes providing the glue between the compo-
nents. While thefirst approach provides maximum flexibil -
ity since it allows the agent to be executed on every node,
the second approach reduces the size of the agent to itsmin-
imum by requiring the agent componentsto be installed lo-
cally on the places where the agent will be executed.

Since the agent’s class files are included in the Agent -
Descri pt or, they are migrated from the place that has
been last visited and not from a central place. This a-
lows the agent to cross firewalls which is of special impor-
tance for agents that have to pursue network management
tasks (e.g., an agent for discovering the network topology
as shownin Section 5).

We did not try to protect the mobile agent platform from
amalicious mobile agent since this functionality is aready
provided by the underlying mobile agent system. However,
since we have found weaknesses in several mobile agent
systems that do not prevent a malicious agent from tamper-
ing with other agents, we have implemented our own mech-
anisms to protect agents from one another. It seems that
many mobile agent system implementations rely on gen-
eral adherence to the Java naming conventions and assume
that agent implementations use unique, globally reserved
package names (the author’sdomain namein reverse order).
However, this conventionis not enforced and thus cannot be
relied upon.

Initially we wanted to utilize Voyager’s class loading ar-
chitecture [14]. Voyager's Voyager Cl assLoader a-
lows a set of resource loaders to be registered. Whenever
a class needs to be loaded, Voyager queries these resource
loaders one after the other until the class has been found.
However, the list of class loadersis static and will be used
for al classes loaded by Voyager—be it agent classes as
well as Voyager system classes. This allows an agent to
tamper with another agent by just providing a class with the
same name as that used by another agent and letting Voy-
ager load the malicious replacement. In some cases this ap-
proach even allows the replacement of some of Voyager's
system classes with a fake class set. For this reason, we
implemented our own approach for class loading in the ab-
straction layer.

We decided to cope with the standard class loading ar-
chitecture as presented in [6] and make use of the Java lan-
guage property that agiven class can beloaded several times
by different class |oaders. The classes will betreated as dif-
ferent types and thus cannot be mixed. Whenever aclassis
instantiated, Java tries to load the new class using the class
loader of the instantiating class. This class loader attempts
to load the class using its own mechanisms. If that fails, it
tries the upstream class loader (the class loader that loaded
the class loader’s class). This approach will aways form
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Figure 6. A simple powerful class loading ar-
chitecture

a delegation tree that defines how a class that needs to be
loaded is located.

Figure 6 shows the delegation tree relating to Fig-
ure4. Theleafsareformed by the Agent Cl assLoader s.
Thereis one Agent Cl assLoader for each agent that is
responsible for loading the classes provided by its agent
(i.e., the adapter classes). If this class loader cannot locate
the requested class (i.e., a Java Bean that is not provided by
the agent) it will delegate the request to the URLCl ass-
Loader of the DMF. If this also fails, the request will be
delegated to the primordial class loader (Java's system class
loader).

In comparisonto relying on asingle classloader for load-
ing al classes, theidea of using aclass|oader for each agent
has another advantage. All the agent’s data are garbage col-
lected when the agent moves on to the next host. Even the
agent’s class loader and its adapter class files are garbage
collected. With an approach that uses a single class loader
this is not possible since a class must not be loaded twice
and thus has to be retained until the class loader is garbage
collected itself [6].

5. Example

In the previous sections we presented the architecture of
the ADK and its implementation. As a proof of concept we
will discuss an example, the Network Topology Discovery
Agent, which discovers the topology of a given network.
The example illustrates the steps an agent passes through
fromits creation and configuration to its termination.

Figure 7 shows the four Java Beans we use for this agent
and the communication patterns among them. The compo-
nents have the following tasks:

Navigator

e The Roami ngNavi gat or bean maintains a
list of hosts to be visited and provides methods
to add and remove elements from this list.

Performer

e TheRout er Adder beanreceives SNMP events
and extracts a list of routers from the SNMP
event. These routers are then fed into the roam-
ing navigator as nodes to be visited if they have
not already been visited.

e The SNVPRequest er bean requests SNMP
data from a nearby located SNMP MIB and trig-
gers an event containing the data requested from
the MIB.

Reporter
e TheEvent Col | ect or bean collectsall events
received and provides a method to print al the
events that have been collected so far.

Without loss of generality we consider for the purpose
of this discussion only the creation of the agent, the exe-
cution of the agent at its current place, its transition to the
next place (next router on the list) and the activities upon
termination of the agent.

The agent authority builds the agent by adding the cor-
responding componentsto the ADK, configuring the bean’s
properties and linking them with the appropriate events to
specify the interactions among the JavaBeans. For instance
the SNMPRequest er bean is configured with the appro-
priate MIB object identifier (OID) for polling the routing ta-
ble of the SNMP agent. Then, the ADK generates the agent
that the agent authority can then inject into the network.

When the agent starts, it generates the di dSt art
event which triggers the RouterAdder’s set Navi gat or
method. This allows the RouterAdder to obtain a reference
to the agent’s navigator as soon as the agent is started.

Whenever the agent moves to a new place adi dhvbve
event will be generated and subsequently the SNMPRe-
quester's ret ri eveSnnpDat a method will be called.
Thisinformsthe SNMPReguester to query thelocal host for
its routing table using the preconfigured SNMP query. The
SNMPRequester itself generatesar esul t event when the
routing is queried containing the routing table retrieved
from the local host. Both the EventCollector and the
RouterAdder are subscribers to this event and start exe-
cuting the methods col | ect Event and addRout er s
respectively. The col | ect Event method simply stores
the event and addRout er s filters out al the routers from
the routing table. Since the example implementation runs
on the DMF platform, the Rout er Adder checks which
of these routers are running the DMF and feeds the list of
routers supporting the DMF into the roaming navigator as
nodes that need to be visited (if they have not yet been vis-
ited). Now the agent can move on to the next router.

The agent completes its itinerary when the Roani ng-
Navi gat or has no more routers that need to be vis-
ited. Thisisindicated by thedi dTer nmi nat e event which
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| RoamingNavigator

DidMove/retrieve SNMPData

RouterAdder

Result/addRouter
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DidTerminate/showResult

—1 EventCollector

Result/collectEvent

Figure 7. A sample agent that discovers the network topology

forcesthe Event Col | ect or to makeitsresultsavailable
by dumping them to some predefined location. Finally, the
agent terminates its execution.

6. Related Work

We have identified two other projects that focus on the
construction of mobile agents. Thefirst project is the Jump-
ing Beans project [1, 16]. Compared to our system it uses
acompletely different approach. While we help the user in
the construction of the mobile agent, the Jumping Beans ap-
proach is an APl which provides a framework for mobiliz-
ing applications whose key features is the integration into
existing environments. One disadvantage is that applica-
tions mobilized with Jumping Beans cannot cross firewalls.
We think that the reason for this is that applications using
Jumping Beans have to return back to the Jumping Beans
Server after each hop.

Another approach is taken by the Iconic Modeling Tool
(IMT) [3]. The IMT isatool that allows the user to specify
a step by step workflow that should be followed. [3] sug-
gests that the tasks that can be used to specify the agent’s
workflow are fixed and that the workflow cannot be com-
puted dynamically while the agent is executing. The tasks
that can be specified allows the agent to move between a
set of hosts and to acquire various data, which can be re-
ported back in several ways. It seemsthat the IMT needsto
be patched when a new task has to be added. In compari-
son, adding a new task to agents constructed with the ADK
requires only the implementation of a Java Bean.

7. Future Work

The current BeanBox implementation we are using has
two limitations (they more generally apply to the BeanBox
contained in Sun’s BDK [18]). The structure of how events
are reported has to be specified beforehand. Thusit is not
possible to change the event structure dynamically and thus

adapt to changing requirements. One solution to this prob-
lem is to extend the event model with conditional events.
The condition that has to be met could be included in the
event’s adapter classes.

The other drawback is that an event can only be pro-
cessed by a method having one parameter of the type of the
event (or the type of one of its parent classes) or no argu-
ment at all. Thisproblem might also be solved by extending
the adapters. The adapter could trandate the event and thus
would allow to call methods with other arguments as well.

Currently the abstraction layer is only available for the
DMF [4] and ObjectSpace's Voyager [13] platform. In the
future we plan to support Aglets [8] and Gypsy [11] too.
Additionally, we plan to convert the abstraction layer itself
into a mobile agent itself that has the ability to migrate be-
tween different agent platforms. This will give us the pos-
sibility to move agents constructed with the ADK to places
that do not provide the abstraction layer initially.

Providing the infrastructure to allow the migration of an
agent between places using different agent systems is only
half a solution. Usually an agent will have to use the lo-
cal infrastructure which differs on every agent system se-
mantically. For instance the interface to initiate a traceroute
request will look differently on different systems. One so-
Iution isto hardcode every possible interface into the agent.
However, this obvioudly will not scale well. Thus, we will
be focusing on the dynamic adaptation of interfaces. Pos-
sible solutions are the use of meta-languages or the consul-
tation of an adapter library that could provide a matching
adapter.

Another solution that we will be considering in the fu-
ture versions of the ADK is a distributed debug and trace
environment that allows users to discover bugs within the
design of an agent or gives the agent authority feedback on
the agent’s current state.



8. Conclusion

We have presented a new approach for building mobile
agents. Theideais to build agents from customizable and
reusable components. With current mobile agent systems
that support the agent’s creator only at abasic level (i.e., by
only providing ameansto move an agent), wewill befacing
a huge set of monolithic and inflexible agentsin the future.

Our approach reduces the construction of an agent to the
configuration of well-defined components and the relation-
ships between them, therefore reducing the time needed to
develop a mobile agent. Additionally, agents constructed
using this approach will be more reliable since they are
reusing components that have already proven their reliabil-
ity in other agents.

We have identified three categories of software compo-
nents for network and systems management mobile agents:
Navigators, Performers, and Reporters. We expect, how-
ever, that the same categorization can be applied to other
application domains. As a means to model these compo-
nents we have chosen to use Java Beans. Describing com-
ponents written in Java as Java Beans is a well-established
standard and allows to reuse Java Beans for mobile agents
that initially were written for different purpose. We aso
implemented the AgentBean Development Kit (an exten-
sion of Sun’s Bean Development Kit) to support the visual
construction of mobile agents.

To prove our concepts we have implemented a set of mo-
bile agents for pursuing network management tasks. We
have presented one of those agents in Section 5, illustrat-
ing the usability of our approach. Based on our experiences
we expect that similar support for agent construction will be
included in other agent systems.

Availability

The AgentBean Development Kit is available from
http://www.infosys.tuwien.ac.at/ADK/.
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