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Evidenceof attacksagainsta networkand its resourcesis oftenscattered
over several hosts.Intrusiondetectionsystems(IDS) which attemptto de-
tect such attacks therefore haveto collect and correlateinformationfrom
different sources. We proposea completelydecentralizedsystemto solve
thetaskof eventcorrelationandinformationfusingof datagatheredfrom
multiplepointswithin thenetwork.Oursystemmodelsanintrusionasa pat-
ternof eventsthatcanoccurat differenthostsandconsistsof collaborating
sensorsdeployedat variouslocationsthroughouttheprotectednetworkin-
stallation. We presenta speci�cationlanguage to de�ne intrusionsasdis-
tributedpatternsanda mechanismto specifytheir simplebuilding blocks.
Thepeer-to-peeralgorithmto detectthesepatternandits prototypeimple-
mentation,calledQuicksand,are described.Problemsandtheir solutions
involvedin themanagementof such a systemarediscussed.
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ATTACK "Sample"
[ n1, n2, n3 ]
n1 {

e1 [ $x = a0; ]
send(n3): e2 [ $y = a1; ]

}
n2 {

send(n3): e1 [ a2 == $y; ]
}
n3 {

e1 [ ]
e2 [ a3 == $x; ]

}

1n2.e1

n1.e1

n1.e2

n3.e2

Dynamic Constraints
m(2).a1 == m(1).a2

The occurrence of event n1.e2 results in the creation of message
<2, time of occurrence, (a1, value of a1)>

n3.e1

Dynamic Constraints
m(4).a3 == m(0).a0
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{<0,0,2>,<2,1,1>} { }

{ } { }

{ } { }<2,1,1> <0,0,2>
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{<0,0,2>} { }

{ } { }

Step 2: insert <2,1,1>
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{<0,0,2>} { }

{<0,0,2>} { }

{ } { }

{ } { }

{ } { }

Step 1: insert <0,0,2>
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{<0,0,2>} { }

{<0,0,2>,<2,1,1>} { }

{ } { }<2,1,1>,<1,4,1> <0,0,2>

{<1,4,1>} { }

Step 3: insert <1,4,1>

{ } { }
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{<0,0,2>} { }

{<0,0,2>,<2,1,1>} { }

{ }
{ }
<2,1,1>,<1,4,1>,<3,6,->
<0,0,2>

{<1,4,1>} { }

Step 4: insert <3,6,->

{ } { }<0,0,2>,<3,6,->
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3

4
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{<0,0,2>} { }

{<0,0,2>,<2,1,1>} { }

{ }
{ }
<2,1,1>,<1,4,1>,<3,6,->
<0,0,2>

{<1,4,1>} { }

Step 5: insert <4,7,2>

{ } { }<0,0,2>,<3,6,->,<4,7,2>
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