TU

Technical University of Vienna

Decentralized Eve nt Information Systems Institute
Corr elation for Intrusion Distributed - Systems Group
Detection.

ChristopheiKruegel, ThomasToth

and ClemenXKerer

chris@infosys.tuwien.ac.at
ttoth@infosys.tuwien.ac.at
ckerer@infosys.tuwien.ac.at

TUV-1841-2002-26

April 30,2002

Evidenceof attadks againsta networkand its resoucesis oftenscatteed
over several hosts.Intrusion detectionsystemgIDS) which attemptto de-
tect sudh attadks therefore haveto collect and correlateinformationfrom
different sources. We proposea completelydecentalized systento solve
thetaskof eventcorrelationand informationfusingof datagatheedfrom

multiplepointswithin thenetwork.Ousystemmodelsanintrusionasa pat-

ternof eventsthat canoccurat differenthostsand consistf collaborating

sensos deployedht variouslocationsthroughoutthe protectedhetworkin-

stallation. We presenta speci cationlanguage to de ne intrusionsasdis-

tributedpatternsand a medanismto specifytheir simplebuilding blocks.
Thepeerto-peeralgorithmto detectthesepatternandits prototypeimple-
mentation called Quicksand,are described.Problemsandtheir solutions
involvedin themanagemenbf sud a systerare discussed.
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ATTACK "Sample"
[n1,n2,n3]

nl {
el[$x=ao0;] nzel e 0 ni.e2

send(n3): e2 [ $y = al;]

Dynamic Constraints
m(2).al == m(1).a2

n2 {
send(n3): el [a2 == $y; ]

n3 {

el[] n3.62 @ Dynamic Constraints
e2[a3==$%x;] m(4).a3 == m(0).a0

The occurrence of event nl.e2 results in the creation of message
<2, time of occurrence, (al, value of al)>



{<2,1,1>,<1,4,1>,<3,6,->} {<2,1,1>,<1,4,1><3,6,->}

{<0,0,2>} {<0,0,25}
@ {<O,'0,2>,<3,6,->} {} {<0,0,2>,<3,6,->,<4,7,2>} { }
Pattern Detected

Step 4: insert <3,6,-> Step 5: insert <4,7,2>





















